Analysis of GUI and VUI Interaction Conflicts on
Mobile Apps

Abstract. Mobile apps have infiltrated our daily lives. They largely rely on mod-
ern mobile operating systems (OSes) like Android to handle their user interfaces,
which essentially implements a complex concurrency model. This may expose
them to the high risk of races. The recent advancement of the automatic speech
recognition (ASR) technology further exacerbates this risk, as apps largely start
embedding the voice user interface (VUI). The VUI framework involves inter-
action of multiple threads, complicating the traditional UI scheme that is purely
based on graphics, i.e., graphical user interface (GUI). Race conditions, named
GV-race specifically in this context, may occur when GUI and VUI both access
to the same resource simultanously.

In this work, we present the first study of the GV-race problem on Android
apps. We characterize the GV-race on its consequences, root causes and patterns.
Different from the GUI which responds immediately, VUI naturally involves mul-
tiple threads, and takes seconds to process the input and respond. Therefore, the
integration of GUI and VUI brings numerous and complex data races. Our charac-
terization enables us to formally define GV-race. We then develop Roma (GV-race
detector on mobile apps) to detect the GV-race automatically. Roma extracts the
GUI and VUI related call graph through static program analysis, and generates a
universal GV interaction graph using our pre-defined highly abstract primitives
to represent GUI and VUI interactions. It introduces happen-before constraints
to formally specify the freeness of GV-race with respect to the GV interaction
graph, so that the detection of GV-race can be reduced to constraint solving with
off-the-shelf SMT solvers. We apply Roma to analyze 810 apps that support both
the GUI and the VUL It finds 100% of apps that contain in-parallel write-write
on GUI-VUI shared resources are subject to the GV-race, and proves that 78.0%
of them to be true positive. Careless usage of six popular VUI SDKs can all lead
to the GV-race.

1 Introduction

The development of artificial intelligence has propelled the enhancement of automatic
speech recognition (ASR) technology. As a result, ASR technology has produced an
evolution in Android apps. Traditional Android apps predominantly rely on the graphical
user interface (GUI), where users interact by tapping the screen or entering text. The
voice user interface (VUI), supported by the ASR technology, enables users to interact
through voice, making it immediately welcomed by users. For example, 31% mobile
users use voice search at least once a week as reported by Statista[ll]. Many developers
also have started incorporating VUI into their apps for accessibility[2,3].

Despite the accessibility provided by the integration of GUI and VUI, concerns on
potential race conditions arise. As the VUI typically involves multi-threaded interactions
to handle complex tasks such as speech collection and recognition, the waiting period
is likely to experience GUI events. Actually, the VUI framework provided by popular
SDKs makes it easy for races to happen. To illustrate a scenario of races during GUI
and VUI interactions, consider the VUI framework of the Google VUI SDK[4]. The
main thread posts an ASR task, which is run by the remote server. After obtaining the
ASR results, the remote server sends them back to the main thread. As a result, the



VUI response returns after the ASR process. Under this VUI framework, the following
situation may happen: the VUI action(e.g., say commands) happens before the GUI
action(e.g., click a button), but the VUI response arrives after the GUI response. That
is a typical scenario for GV-race.

Although numerous studies have investigated detecting event-driven races on GUI-
based apps using dynamic[8,6,[Z] or static[8,9,10] analysis, concerns arising from the
mixed presence of GUI and VUI have not been adequately studied. The large number of
mobile users that use VUIs, along with the complexity of the VUI framework and GUI
and VUI interactions, underscores the significance of investigating this emerging issue.
The involvement of VUI introduces two new critical challenges to detect the GV-race.

Challenge 1: The multi-threaded and time-consuming nature of VUI increases the
complexity of the concurrency model, affects the temporal relationship, and significantly
increases the possibility of races. In addition, unlike in purely GUI-based apps where
synchronization mechanisms are relatively mature, GUI-VUI developers may attempt
diverse strategies to prevent the GV-race. However, to the best of our knowledge, there
have been no related research accurately formalizing the GUI and VUI interactions. Due
to the lack of the formalization, the GV-race has not been comprehensively defined,
analyzed or prevented.

Challenge 2: The incorporation of VUI may exaggerate those challenges that exist in
detecting techniques, such as the state space explosion. Previous race detection methods
require comprehensive detection of GUI-based races on Android apps, so most of them
capture all GUI events. Adding VUI events on top of this will make the original problem
too complex to handle, leading to low scalability and low efficiency.

To address the above challenges, we seek to formalize, define and automatically de-
tect the GV-race. For Challenge 1, we specifically define a set of primitives to describe
GUI and VUI interactions, including primitives about threads, tasks, locks(including
traditional locks and GV related locks), and GV interactions. Happen-before constraints
between primitives are introduced to specify the freeness of GV-race. Based on primi-
tives, we formally define and analyze the GV-race.

For Challenge 2, we propose Roma (GV-race detector on mobile apps), a lightweight
pairwise GV-race detection framework. Roma contains three steps, i.e., extract the GUI
and VUI related call graph, build the GV interaction graph, and check the GV interaction
graph. We take a pair of GUI and VUI actions as a detection unit for the reduction of
state space and analysis time. Pre-defined primitives are used to build the GV interaction
graph for each pair of conflicting GUI and VUI actions. After adding happen-before
constraints to the graph, our problem is reduced to checking if all constraints can be
satisfied by the SMT solver[T1].

Finally, we conduct studies to investigate Roma’s accuracy, efficiency, scalability and
applicability. We then conduct a large-scale study with it to investigate the landscape
and root causes of GV-race. Roma analyzes 810 apps that support both the GUI and the
VUI, and discovers that 100% of GV co-write apps(contain in-parallel write-write on
GUI-VUI shared resources) exhibit GV-race. Over 80% apps are analyzed in 10 minutes
with a true positive rate of 78.0%.

Contributions: Contributions are summarized below.
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Fig. 1: VUI implementation patterns.

— Analysis and definition of the GV-race. We analyze the VUI framework of popular
VUI SDKSs and abstract their execution paradigms into two typical models. We also
formally define the GV-race problem and analyze its root cause.

— Definition of GV-race related primitives. Except from traditional locks, developers
may use strategies like disabling the GUI actions when the conflicting VUI actions
are invoked to prevent the GV-race. Towards complex GUI and VUI interactions, we
define a new set of primitives to cover all kinds of situations.

— Pairwise GV-race detection framework. We design Roma, a lightweight pairwise
GV-race detection framework. It only considers races during GUI and VUI interac-
tions and conducts the detection on the GUI and VUI related call graph. We take a
pair of GUI and VUI actions as a detection unit to reduce the state space and analysis
time. Roma analyzes 810 apps that support both the GUI and the VUI, and finds that
100% of GV co-write apps have the GV-race.

2 GV-race

We divide VUI implementions on Android apps into two categories(see section ZTI),
and provide a motivating example(see section Z2) to help understand the GV-race.

2.1 VUI Implementations on Android Apps

Typically, the VUI on Android apps is initiated when the user clicks a button and
subsequently interacts with it through voice. The VUI records the user’s speech and
transmits it to a remote server, which then converts it to text and sends the text back.
There are primarily two types of VUI implementations: synchronous and asyn-
chronous. For the purpose of our discussion, we refer to the thread for initiating the
VUI as the “VUI thread”. In the synchronous implementation(see figure [[(a)), the
VUI thread is blocked until the remote server returns. Conversely, in the asynchronous
implementation(see figure [[(b)), the VUI thread remains idle during the ASR process.
As part of our research, we investigated the VUI implementations of top-10 popular
VUI SDKSs according to Gartner’s study [I2] in 2021, which rates the product or service
for various language models. Six of them provide detailed implementations and sample
apps. It is noteworthy that five SDKs(Google, Alibaba, Baidu, Tencent and Huawei) take
the asynchronous strategy, while only Microsoft uses the synchronous implementation.
Despite the variety of VUI implementations, their commonalities involve multi-
threaded interactions and long response duration. If the main thread(i.e., the thread to
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Fig.2: A motivating example of the GV-race.

handle UI operations) is idle and conflicting GUI actions are not restricted during the
ASR, the GV-race may arise.

2.2 A Motivating Example of the GV-race

In this section, we provide a specific example to demonstrate the GV-race. Figure [
shows the “Voice Notebook - continuous speech to text” app, which uses the Google
VUI SDK. To use it, the user clicks the button to start the VUI and says commands(see
figure (a)). After a few seconds, the ASR result is appended to the text box. If the user
presses the ““,” button, a “,” will be appended to the text box(see figure Z(b]. However, if
these two actions(i.e. saying commands and pressing the button) happen sequentially in
a short time, “,” may display earlier than the ASR result unexpectedly(see figure 2(c].
Next we explain how the race happens by referring to the source code. When the
user clicks the button, the onClick function(Figure B(a]) is executed, and it calls the
startListening function in the Google VUI SDK to start the ASR. In the startListening
function, the user’s speech is recorded and sent to the remote server. After that, the func-
tion returns and the main thread becomes idle. When the user presses the ““,” button, the
btnCommacClick function in Figure is executed, which appends “,” to the text box.
After that, the ASR result is returned by the callback function onResults (Figure B(c)),
which appends “hello world” to the text box. The GV-race happens as the developer does
not restrict the conflicting GUI actions(clicking the “,” button) during the ASR process.

3 Formalization and Definition

In this section, we define and analyze the GV-race by introducing functional level terms,
primitives to abstract the GUI and VUI interactions and happen-before constraints
between primitives.

3.1 Functional Level Terms

The GV-race arises on the premise of in-parallel write-write on GUI-VUI shared re-
sources. So the functions and call relationships related to GUI/VUI actions are crucial
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Fig. 3: Source code of the motivating example.

(c) The onResults callback to process the ASR results.

for the GV-race. Below, we define terms of GUI and VUI related functions and call
relationships at the source code level.

— VUI source: the function that processes the ASR results, e.g. onResults.

— GUI source: the function that is related to a GUI action, e.g. btnCommacCilick.

— Sink (VUI sink & GUI sink): the function that writes to the resource shared by GUI
and VUI, e.g. setText.

— VUI source call graph: the call relationship of threads, tasks, locks or GV interac-
tions related functions from the launch of VUI to the VUI source, e.g. onClick —
startListening — onResults.

— VUI sink call graph: the call relationship of threads, tasks, locks or GV interactions
related functions from the VUI source to the VUI sink, e.g. onResults — setText.

— GUI sink call graph: the call relationship of threads, tasks, locks or GV interactions
related functions from the GUI source to the GUI sink, e.g. btnCommaClick —
setText.

— GUI and VUI related call graph: the graph that represents call relationships given
by the above mentioned call graphs.

With terms described above, we can demonstrate the GV-race at the source code
level. In order to define such a race at a higher level, we introduce primitives to abstract
the GUI and VUI interactions.

3.2 Primitives to Build GV Interaction Graphs
Race conditions occur when two operations access the same resource, and at least one of
them is a write operation. Adding locks is a classic approach for preventing races. Other
operations that may disable VUI/GUI actions, like starting a dialog, are referred to as
GV-related locks in this paper. As a result, we design thread-related and lock-related
primitives. Besides, asynchronous procedures are posted by tasks in the Android system,
so we include task-related primitives. There are specific primitives for the GV-race. They
are GV-related primitives.

To sum up, we define four types of primitives: thread-related, task-related, lock-
related, and GV-related primitives. They are introduced below.



Thread-related primitives. Thread-related primitives represent the operations to
create, join, start, or end a thread. Five thread-related primitives are shown in Table [I.
Task-related primitives. Task-related primitives represent the operations to post,
start or end a task. Three primitives related to tasks are shown in Table D.
Lock-related primitives. Lock-related primitives represent disabling/enabling GUI/VUI
actions, or locking/unlocking. Four lock-related primitives are shown in Table B.
GV-related primitives. GV-related primitives represent the ASR process, the VUI
sink, and the GUI sink. Three GV-related primitives are shown in Table B.

Task-related Meaning

postTask(z, p,t’) [post a task p to
thread ¢’ by thread ¢
taskBegin(t, p) |startthe task p in the

Thread-related  |Meaning
threadBegin(t) |start the thread ¢
threadEnd(r) |end the thread ¢

fork(t, ") create the thread ¢’ by thread ¢

join(t’, t) the thread ¢’ joins to thread ¢ thread 7

/ - - taskEnd(t, p) end the task p in the
executeTask(t) |start executing tasks thread ¢

Table 1: Thread-related primitives. Table 2: Task-related primitives,

Lock-related |Meaning GV-related Meaning

disable(t, p) |disable executing the task p| |SpeechRecognition(r) |thread ¢ transcribes
in the thread ¢ the speech to text

enable(t, p) |enable executing the task p||VUIsink(t) the VUI sink in
in the thread 7 thread ¢

lock(t, ) acquire the lock [ in thread ¢| |GUIsink(r) the GUI sink in

unlock(t, 1) |release the lock [ in thread ¢ thread ¢

Table 3: Lock-related primitives. Table 4: GV-related primitives.

These primitives are used to abstract GUI and VUI interactions and build the GV
interaction graph. The GV interaction graph is the graph that represent behaviors of
threads, tasks, locks and GV interactions at the primitive level. It is built by mapping
functions in the GUI and VUI related call graph to primitives and adding happen-before
constraints. Figure B shows the GV interaction graph of our motivating example. The
corresponding GUI and VUI related call graph is placed on the left side for reference.

3.3 Happen-before Constraints

The happen-before relationships naturally exist between statements. These relationships
always stand in any valid execution sequences, even under a race condition. Therefore,
we define a series of happen-before constraints based on primitives. They are divided
into three categories, namely sequence within tasks, sequence between tasks in the same
queue, and sequence determined by semantics.

First, we introduce rules about the sequence within tasks. In the looper thread,
primitives within each task are executed sequentially (see rule ). In a non-looper
thread, primitives are executed sequentially (see rule ). We use a; < a; to represent
that the primitive a; happens before a ;. The function task(a;) returns the thread and
task of primitive a;. The function thread(a;) returns the thread of primitive a;. The
symbol “_” represents any threads.

task(a;) =task(aj) = (t,p) Ni < j

1

a; <aj



executeTask( ) ¢ {ai,...,an} Athread(a;) = thread(a;) =t
a; < a;

2

Second, we introduce rules about the sequence between tasks in the same queue.
Tasks in the same queue are executed in a first-in, first-out order. Rule B means that if
task p; is posted to the same thread before task p2, the end of p1 happens before the
start of p2. Rule @ means that if we know that a primitive in task p1 happens before a
primitive in task p2 in the same thread, we can predict that the end of p1 happens before
the start of p2.

postTask(_, p;.t) < postTask(_, ps.1)
taskEnd(:, p,) < taskBegin(:, p,)

3)

task(am) = (t, p1) Atask(an) = (t, p2) Aam < an
taskEnd(:, p,) < taskBegin(:, p,)

“)

Finally, we define rules about the sequence determined by semantics. Rule B means
the post of task p to thread ¢ must happen before the begin of task p. Rule B means the
creation of thread ' must happen before the begin of thread #’. Rule [1 means the end of
thread ¢ must happen before its joint to thread . Rule R means that the post of a task p
either happens before the operation to disable it, or happens after the enable operation
corresponding to the disable operation. Rule B means that either thread  releases the
lock before thread ¢’ acquires it, or thread ¢’ releases the lock before thread ¢ acquires it.
Rule [ represents the transitivity feature of the happen-before relationship.

postTask(:, p,t') < taskBegin(t', p) ®)

fork(:,r') < threadBegin(r') (©6)

taskEnd (') < join(z', 1) ©)

enable(:, p) < postTask(_, p,t) v postTask(_, p.t) < disable(:, p) ®)
unlock(:,1) < lock(:',1) vunlock(:',1) < lock(:, 1) )

a; <ax Nag <aj 10)

aj <aj

In figure B, we add part of the happen-before constraints to the GV interaction graph.

3.4 GV-race Definition
Given the primitives in section B and the happen-before constraints in section B3, we
define the GV-race in definition (.

Definition 1 Given a GUI task from postTask(main, click_GUI) to GUIsink(_), a
VUI task from postTask(main, click_VUI) to VUIsink(_), GUIsink(_) and VUIsink(_)
access the same object, and the constraint postTask(main, click_VUI) < GUIsink(_)A
postTask(main, click_GUI) < VUIsink(_) is satisfied, the GV-race happens.

According to our research, conflicting GUI and VUI responses are mostly write-
write operations. In addition, a VUI task is more time-consuming than a GUI task.
Without loss of generality, we focus on the VUI-before-GUI write-write GV-race.

Definition 2 Given a GUI task from postTask(main,click_GUI) to GUIsink(_),
a VUI task from postTask(main,click_VUI) to VUIsink(_), the GUIsink(_) and
VUIsink(_) access the same object, and the constraint postTask(main, click_VUI) <
postTask(main, click_GUI) A GUIsink(_) < VUIsink(_) is satisfied, the VUI-before-
GUI write-write GV-race happens.
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Fig. 4: Build the GV interaction graph from the GUI and VUI related call graph.

If the constraint in the Definition O is satisfied on the GV interaction graph, the
GV-race happens. For example, we can add the GV-race constraint to the GV interaction
graph in figure B and check. The GV-race constraint is satisfied on this GV interaction
graph if the primitives are executed in top-to-bottom order.

4 Pairwise GV-race Detection

In this section, we introduce Roma, a lightweight pairwise GV-race detection framework.

4.1 Pairwise Detection Framework

Previous race detection techniques on Android apps mostly adopt an integrated mod-
elling approach to detect GUI-based races. Adding VUI events on top of this makes the
original problem too complex to handle. To efficiently detect the GV-race, we only retain
GUI events that may interact with the VUI. We take a pair of GUI and VUI actions as a
detection unit to further reduce the state space and analysis time.

Based on these ideas, we propose a lightweight pairwise GV-race detection frame-

work called Roma. Figure B shows the overall framework of Roma. Roma starts by
extracting the GUI and VUI related call graph. Based on this sub-call graph, Roma
builds the GV interaction graph for each pair of conflicting GUI and VUI actions. Fi-
nally, the SMT solver [[1] is used to check the GV interaction graph. We divide the
above analysis process into three parts, extract the GUI and VUI related call graph, build
the GV interaction graph, and check the GV interaction graph.
Stepl: Extract the GUI and VUI Related Call Graph. Given an apk file, Roma
takes the SPARK algorithm provided by FlowDroid [[[3] to build the entire call graph.
Through static analysis, Roma extracts the GUI and VUI related call graph. This process
will be detailed in Section E2.
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Step2: Build the GV Interaction Graph. Step2 takes the output of the stepl as the
input. Roma maps functions to primitives and adds happen-before constraints to build
a GV interaction graph for each pair of GUI and VUI actions that access the same
resource. This process will be detailed in section B3

Step3: Check the GV Interaction Graph. Step3 takes the output of the step2 as the
input. Roma adds the GV-race constraint in Definition I to the GV interaction graph.
Finally, we use the SMT solver [[IT] to check if all constraints can be satisfied. The result
is recorded to avoid double checking the same GV interaction graph.

4.2 Extract the GUI and VUI Related Call Graph

By exploring the call graph generated by FlowDroid [[3], we extract the GUI and VUI
related call graph. Figure B shows this process.
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Fig. 6: The process to extract the GUI and VUI related call graph.

1. find VUI sources. Roma locates the VUI sources in the call graph, such as onResults.

2. find VUI source call graphs. Starting from a VUI source, Roma traverses through
the call graph backward until a callback related to the user’s action is found. Call
relationships from the callback to the VUI source form the VUI source call graph.

3. find VUI sink call graphs. Starting from a VUI source, Roma traverses through the
call graph forward until all functions related to write operations are found. These
functions are recorded as VUI sinks. Call relationships from the VUI source to the
VUI sink form the VUI sink call graph.

4. find possible GUI sinks. Roma locates the object written by the VUI sink in (3).
Then, it uses alias analysis to identify statements that write to the same object, and
records these statements as GUI sinks.

5. find GUI sink call graphs. Starting from a GUI sink, Roma traverses through the
call graph backward to find a callback related to user’s actions. Such a callback is
recorded as the GUI source. This path is recorded as the GUI sink call graph.

Through the above five steps, we can locate pairs of GUI and VUI actions that access
the same resource and their corresponding VUI source call graph, VUI sink call graph
and GUI sink call graph. These call graphs form the GUI and VUI related call graph.

4.3 Build the GV Interaction Graph

In step2, Roma builds the GV interaction graph for each pair of GUI and VUI actions
that access the same resource based on the GUI and VUI related call graph. The GV



Function / sign primitives

at the start of thread main

if a new thread ¢’ is forked by fork(_, t’), add to the start of thread ¢’ threadBegin

at the end of a thread threadEnd

<java.lang.Thread: void start()>

<android.os.AsyncTask: void execute(...)> fork
<java.lang.Thread: void join()> join
<android.os.Looper: void loop()> executeTask
<android.os.Handler: boolean post(...)>

<android.os.Handler: boolean postDelayed(...)>

<android.app.Activity: void ruEOnUiTIi,read(...)> postTask
when user-behavior-related callbacks are invoked, e.g. onClick

if a new task p is posted by postTask(_, p, _), add to the start of task p taskBegin

at the end of a task taskEnd

start a new dialog / activity that disables the operation on the widgets on the|disable
previous interface, e.g. <android.app.Dialog: void show()>

close a new dialog / activity that enables the operation on the widgets on the|enable
previous interface, e.g. <android.app.Dialog: void dismiss()>

<java.util.concurrent.locks.ReentrantLock: void lock()>
<java.util.concurrent.locks.ReentrantReadWriteLock$WriteLock: void lock()> |lock
at the start of the code surrounded by synchronized

<java.util.concurrent.locks.ReentrantLock:void unlock()>
<java.util.concurrent.locks.ReentrantReadWriteLock$WriteLock: void unlock()> [unlock
at the end of the code surrounded by synchronized

used in VUI frameworks Speech-
Recognition

VUI sink statement, e.g. setText VUisink

GUI sink statement, e.g. setText GUIsink

Table 5: From functions to primitives.

interaction graph is built by mapping the functions to primitives and inserting the VUI
framework into the corresponding location. Most VUI SDKs are not open-source for
developers. To address this issue, we decompile official apk files that use the same VUI
SDKSs and manually model the VUI implementation. When building the GV interaction
graph, Roma embeds the pre-built VUI framework directly. Table B show sthe approach
to mapping the functions to primitives defined in section B2

Given the rules defined in section B3, we can add the constraints to the GV interaction
graph. We use a variable to represent each primitive. If we predict that primitive a;
happens before primitive a;, we add the constraint a; < a;. a; < a; implies that a;
happens before a ;. Algorithm Il shows how we generate the GV interaction graph from
call relationships in the GUI and VUI related call graph. It work as follows:

1. First, we set the main thread id mainT to “0”, the maximum thread id maxT to 1, the
maximum task id to 0, graph to empty (line 1), and the constraint C as True (line 2).

2. From every entry function funct in crs, we start to add primitives by processFunc
function (lines 3-5).

3. In processFunc, we find the primitive prim of function funct (ProcessFunc, line
3). If the prim is fork, we get a new thread id, add fork and threadBegin to graph.
Then, we find the body of the new thread, and call processFunc. After that, we



add threadEnd to graph (processFunc, line 4-11). If the prim is postTask, the
procedure is similar (ProcessFuNc, lines 12-20). For other primitives, we just add
the prim to the graph(line 22-23). If the function starts the VUI, the pre-built VUI
framework is inserted to graph(line 24-26). Finally, we call ProcEssFuNc to process
the rest call graph(processFunc, lines 27-29).

4. After processFunc returns, we get all the primitives. Then, we add constraints
according to rules (lines 7-14). For each rule, we get its requirement require and
result result (lines 8-9). If the require is satisfied, we add the result to the constraint
C (lines 10-11). Otherwise, we add the constraint !requireVresult to C (lines 12-13).

5. Finally, the GV interaction graph graph and the happen-before constraints C are
returned (line 16).

Algorithm 1 Build the GV interaction graph based on the GUI and VUI related call graph

Input: Call relationships in the GUI and VUI related call graph crs, mappings from functions to
primitives map, the list of rules rules
Output: The GUI interaction graph: graph, and the happen-before constraint C.
1: mainT « “0”; maxT « 1; maxTask < 0; graph «— {}

2: C « True > initialize the constraints.
3: for funct in crs.entry() do

4 curT «— mainT; curTask < GeETNEwIp(maxTask) > get a new task id
5 processFunc(funct, curT, curTask, crs) > add primitives to the graph
6: end for

7: for rule in rules do > add constraints according to rules
8: require «— rule.getRequire()

9: result «— rule.getResult()

10: if graph.meetReq(require) then

11: C «— C Aresult

12: else

13: C «— C A (lrequire V result)

14: end if

15: end for

16: return graph, C

1: function processFunc(funct, curT, curTask, crs)

2: newT «— curT; newTask «— curTask

3: prim «— map.getPrim(funct); primName «— prim.getName()

4: if primName == “fork” then > fork a new thread and start it
5: newT, maxT <« GeTNEwID(maxT) > get a new thread id
6: graph.addFork(curT, newT)

7 graph.addThreadBegin(newT)

8: for newF in crs.funcOut0f(funct) do

9: processFunc(newF, newT, curTask, crs) > process funcs of the new thread
10: end for
11: graph.addThreadEnd(newT)
12: else if primName == “postTask” then > post a new task and start it
13: newTask, maxTask «— GetTNewIp(maxTask) > get a new task id
14: postT «— funct.getPostThread()
15: graph.addPostTask(curT, newTask, postT)

16: graph.addTaskBegin(postT, newTask)



17:
18:
19:
20:
21:
22:
23:
24:
25:
26:
27:
28:
29:
30:
31:

for newF in crs.funcOut0f(funct) do
prROCEsSFunc(newF, postT, newTask, crs) > process funcs in the new task
end for
graph.addTaskEnd(postT, newTask)
else
if primName !'=“" then
graph.addPrim(primName, curT)
else if isStartVUIFunc(funct) then
graph.addVUIFramework()
end if
for newF in crs.funcOut0f(funct) do
prOCEssFunc(newF, curT, curTask, crs) > process next funcs
end for
end if
end function

4.4 Check the GV Interaction Graph

Based on the GV interaction graph with constraints, the detection of GV-race can be
reduced to solving constraints with SMT solvers. Algorithm @ outlines how we detect
the GV-race based on the GV interaction graph. It works as follows:

1.

2.

We initialize the result result to be “no conflict” (line 1). Each variable in V represents
a primitive in the graph (lines 2).

We add the GV-race constraint GV_Constraint to C (line 3). The solver Solver
contains the set of variables V and the constraint C (line 4).

Finally, we can use the SMT solver to check whether all the constraints can be
met (line 5). If they can, we set the resulr to “has conflict”, and the counterexample
counter Example to the list of variables sorted by their values (lines 6-9). The results
are returned (line 10).

Algorithm 2 Detect the GV-race based on the GV interaction graph

Input: The GV interaction graph graph, happen-before constraints C, the GV-race constraint

GV_Constraint

Output: The result: result, the counterexample trace counter Example.

—_

SOOI U A WN =

. result «*“no conflict”’; counter Example «NULL

1 V « graph.getPrims() > initialize the variables.
: C«— CANGV_Constraint

. Solver «— {V,C} > variables, constraints
: Solver.check() > SMT solver checks the constraints

if Solver.isSatisfied() then
relationship < “has conflict”
counterExample <« V.sort()

: end if
: return result, counter Example

5

Evaluation

We implement Roma to detect the GV-race on Android apps and evaluate its perfor-
mance in terms of accuracy, efficiency, scalability, and applicability. We also analyze
the landscape and root cause of the GV-race.



5.1 Settings

Dataset: We scan the top-500 downloads in each category from apkpure [T4]. Excluding
factors such as network errors, we obtain over 10,000 apps and find 810 of them contain
VUIs that are implemented by using Google Android SDK. Therefore, our data set is
composed of the apk files of these 8§10 apps. We evaluate Roma on this data set.

The evaluation was run on the Ubuntu 20.04.3 machine with Intel® Core™ i7-10700
Processor CPU@2.9GHz and 16GB RAM. We make the source code and complete
experimental results online, to faciliate future research on GV-race [[9].

5.2 The Evaluation of Roma

Our evaluation aims to answer following research questions.

RQ1: Landscape. What is the landscape of the GV-race on apps that support both the
GUI and the VUI?

RQ2: Accuracy. How is the accuracy performance of Roma?

RQ3: Efficiency. How long does Roma spend analyzing an app?

RQ4: Scalability. How is the size of apps are analyzed in 10min, 30min and over 30min?
RQ5: Root cause. What is the root cause of GV-race?

RQ6: Applicability. Is Roma applicable to apps implemented by other VUI SDKs?

Study 1: Landscape We run Roma to analyze 810 apps. The time limit to analyze each
app is set as 30 minutes. Out of 810 apps, 649 apps terminate successfully, while 161
apps failed. Among the 161 apps without results, 17 apps reported errors during the call
graph construction, and 144 apps required longer analysis time.

total terminate |GV co-write |conflict [conflict / GV co-write |conflict / terminate
810 |649 59 59 100% 9.1%

Table 6: Number of apps with GV-race. GV co-write: contain in-parallel write-write on
GUI-VUI shared resources

Table B shows the number of apps with GV-race detected by Roma. 100%(59/59)
of apps that GV co-write have the GV-race. 9.1%(59/649) of apps that contain both the
GUI and the VUI have the GV-race. The results show that the GV-race exists broadly in
the apps that GV co-write.

Answer to RQ1: 100% of apps that GV co-write are detected to have the GV-race. The
GV-race exists broadly in the apps with complex GUI and VUI interactions.

Study 2: Accuracy We manually verify the results of 59 GV co-write apps(see table H)
to evaluate Roma’s accuracy. Roma finds that all 59 apps have the GV-race. We prove 46
of 59 apps with GV-race (78.0%) through manual configuration. Due to space limitation,
the case studies of real-world apps with GV-race are shown on our website[5].

The reasons for the false positives come from two parts. First, due to the existence
of variable and function polymorphisms, it is difficult to accurately obtain the specific
callees of all function calls. Another reason is that functions can be unreachable even
they are in the call graph. However, solving these problems are both complex and
time-consuming but cannot improve the accuracy evidently.

Answer to RQ2: The accuracy of Roma is high, with a true positive rate of 78.0% on
GV co-write apps.



Study 3: Efficiency We record the time to analyze each app to measure the efficiency.
Figure [@ shows the distribution of the number of apps over the analysis time. We can find
that the number of apps shows an evident downward trend with the increase of analysis
time. Most (about 80.7%) apps are analyzed in 10 minutes. The time-consuming task
mainly lies in the construction of the call graph, which is done by FlowDroid.
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Fig.7: The efficiency of Roma.
Answer to RQ3: Roma analyzes most apps efficiently. Over 80% of apps can terminate
in 10 minutes.

Study 4: Scalability We study the scalability of Roma by comparing the analysis time
of apps of different sizes. Figure and show the on-time completion rate and
average analysis time for apps of different sizes.
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Fig. 8: On-time completion rates and average analysis time for apps of different sizes.

As the size of apps increases, the on-time completion rate slowly decreases while
the average analysis time slowly increases. The on-time complete rate remains at a level
higher than 75%. The highest average analysis time is around 400 seconds.

Answer to RQ4: The on-time complete rate is higher than 75% for all sizes of apps.

Study 5: Root cause We analyze the features of the apps with GV-race to find the root
cause. Their GV interaction graphs are divided into two patterns, one does most tasks
in the main thread, and the other involves more threads/tasks. Figure B(a) and B(b) show
the sketches of GV interaction graphs of these two patterns. The number of apps with
pattern 1 and pattern 2 is 45 and 1 respectively.

In pattern 1, the main thread is used to start the ASR task. In the synchronous
implementation, the VUI thread waits until the ASR results return, making it impossible
to insert a GUI action. Although the GV-race may not happen under pattern 1 using
the synchronous VUI implementation, the blocking of the main thread affects users’



main  remote main VUl remote
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(a) Pattern 1: most tasks done in the main (b) Pattern 2: multiple threads / tasks in-
thread. volved.

Fig. 9: Patterns of apps with GV-race.

experience. In pattern 2, the main thread starts another thread for the ASR. The main
thread is idle during the ASR under both VUI implementations. Therefore, the GV-race
will always happen under pattern 2 without proper strategies.

Answer to RQS: The root cause of GV-race is that the main thread is idle while
conflicting GUI actions are not restricted during the ASR.

Study 6: Applicability To show the applicability of Roma on other VUI apps, we also
analyze apps that are implemented by using other VUI SDKs mentioned in section P71l
We download the official sample apps given by these VUI SDKs’ developers and mutate
them based on patterns in study 4 to form a data set. The mutated apps can be found on
our website [[3].

Roma finds that 9 apps have the GV-race of 10 mutated apps. The only app without
the GV-race is the mutated Microsoft sample app under pattern 1. The Microsoft VUI
SDK uses synchronous implementation, so the main thread is blocked when the remote
server runs the ASR task. Our manual verification proves that the result is 100% true.
This study shows that other VUI SDKs can also lead to the GV-race without careful
design and Roma is perfectly suited for analyzing apps implemented by other VUI SDKs.

Answer to RQ6: VUI SDKs given by Alibaba, Microsoft, Baidu, Tencent, and Huawei
can all cause the GV-race without careful design. Since Roma can detect 100% of the
mutated sample apps’ GV-race, it is applicable to other VUI apps.

6 Discussions

6.1 Insights on the prevention of GV-race

We discover that developers are not broadly aware of the prevention of GV-race. In
addition, we find that careless use of six popular VUI SDKs can all lead to GV-races.

We find 43 apps that opens a dialog after the VUI is invoked and closes it after
the result returns out of 59 GV co-write apps. Among them, 40 apps use the variant
version of the Google VUI SDK. However, GV-race may still happen if the attacker uses
a script to invoke conflicting VUI and GUI actions in sequence quickly. Developers are
encouraged to add traditional locks to prevent the GV-race.

6.2 Limitations and Threats to Validity

The limitations of Roma come from three parts. Firstly, functions in the call graph are not
always reachable. Besides, Roma cannot detect GV-race on VUI apps implemented by



other VUI SDKs, since we model the VUI framework manually. Finally, the read-write
GV-race are not included, but they can be detected with the similar approach.

7 Related Work

Race detection on mobile apps. Hsiao et al. [S] presented CAFA to check races
between high-level operations in the event-driven mobile systems. DroidRacer [H] is
a dynamic race detection technique that formalizes the concurrent semantics of the
Android programming model. AATT+ [[Z] that extended AATT [If] works by exploring
the app to find potentially conflicting resource accesses, and then pressure-testing them
to detect concurrency bugs. More works [["7,T8,19,2(1] conducted automated GUI testing
by exploring the app to cover more code and detect problems. All these approaches are
based on dynamic analysis and may lead to high false negatives.

Some researches use static analysis to detect event-driven races. DeVA [H] detects
the “event anomalies” where read-write or write-write operations access the same re-
sources. SIERRA [H] automatically generates order among lifecycle and GUI events
using a harness-based model, and used symbolic analysis to order the actions and mem-
ory accesses. ER Catcher [I0] is a flow-, context- and thread-sensitive static analysis
framework. It proposes the concurrency aware summary function to model the Android
framework and leverages the Vector Clock method to detect happens-before relations.

Compared with Roma, the above techniques fail to model the VUI at the SDK level.

Since they do not provide any primitives to describe actions like disabling/enabling the
VUI, they can not accurately model the VUI and GUI interactions.
Race conditions in traditional areas. Several researches defined[21] and classified[22]
race conditions. Farah et al.[23] studied the impact of data races on UNIX systems. Re-
searches [24,75] detected the data race when two processes access the same file in the
Unix environment. Another research[’6] managed to detect and prevent the data race
in file systems. Flanagan et al.[7] presented rccjava to detect race conditions in small
to medium-scaled java programs and later extended it for large, realistic programs [28].
RacerX [29] uses flow-sensitive, interprocedural analysis to detect race conditions in
large, complex multi-threaded systems. Licker et al. [BU] proposed to use the build
fuzzing method to detect missing dependencies when building the project. If the de-
pendency between an input and an output is unknown, the job generating the input
may conflict with the job reading it. WebRacer [B1] and EventRacer [37] adapt the
happen-before analysis to web and event-based applications to detect races.

8 Conclusion

In this paper, we propose, formalize and define the GV-race on Android apps. The
GV-race happens when the VUI action happens before the GUI action, but the VUI
response arrives after the GUI response. To detect the GV-race, we propose the Roma
framework. Roma explores the call graph to extract the GUI and VUI related call graph.
Then, it builds the GV interaction graph using pre-defined primitives and happen-before
constraints. Finally, it checks if GV-race can happen on the GV interaction graph. Our
experiments show that Roma achieves an accuracy rate of 78.0%. We use Roma to
analyze 810 Android apps with both GUI and VUI and find 100% of apps that GV
co-write with GV-race. Our work reveals that careless usage of VUI SDKs can lead to
the GV-race and developers are not aware of such a problem.
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