Bounded Satisfiability Checking of
FOL* Formulas with Aggregations

Abstract. Software systems handling data are increasingly required to
comply with legal properties (LPs) aimed at ensuring security and data
privacy. Satisfiability checking for first-order logic with quantifiers over
relational objects (FOL™) enables expression and detection of LP viola-
tions on early system designs. While generally effective, FOL* does not
directly support data constraints with aggregated values, which are of-
ten found in compliance policies, and that can lead to complex data
constraints that negatively affect the efficiency of FOL" satisfiability
checking. To enable efficient support, we extend FOL* with aggrega-
tion, resulting in a language FOL*", and propose a satisfiability checking
algorithm, TOOL, for FOL*' which supports reasoning about aggrega-
tion by over- and under-approximating the aggregated values and incre-
mentally refining these approximations to derive the satisfiability result.
Running TOOL on real-world and academic examples with aggregation
from various domains showed that the tool was able to solve many pre-
viously intractable problems and provided 19X speed-ups compared to
the state-of-the-art satisfiability checker LEGOS.

1 Introduction

Software systems handling data are increasingly required to comply with laws
and regulatory policies (LPs) aimed at ensuring data privacy. First-order logic
with quantifiers over relational objects (FOL*) has been proposed as a uni-
fied foundational formalism to capture LPs [21,22] expressed in MFOTL [10]
and SLEEC [43]. Checking FOL* satisfiability [22] enables the detection of LP
violations with respect to a system design. Despite the general undecidabil-
ity of the FOL* satisfiability problem, a practical approach involves checking
bounded FOL* satisfiability to establish bounded guarantees for the system’s
design: namely, ensuring that no LP violation can occur within a specified limit
on the number of data actions.

LEGOS, a state-of-the-art approach for bounded FOL* satisfibility [22], searches
for a satisfying solution to FOL* formulas which corresponds to one possible
violation of the LP. LEGOS determines satisfiability of FOL* formulas by com-
puting their over and under-approximations, solving them, and refining them
incrementally until the satisfiability result is soundly derived. While generally
effective, LEGOS cannot efficiently support data constraints with aggregated val-
ues which are often found in compliance policies 9], such as financial and data
privacy regulations, because aggregation is not directly supported in FOL*. For
instance, consider an LP, which we refer to as P, derived from the article 63
of the European directive on payment services in the internal market [18]. P,



Pi: “If a banking transaction has already been executed with an amount higher than the payer’s usual
total daily spending (the sum of transaction amounts) in the last 7 days , and if the payer requested ,
a refund , the payment service shall refund the full payment amount within ten business days

of receiving the refund request .” (C1 A C2 — O)

()

total daily spending without aggregation:
Step 1 Add aggregation index to transaction relation Trans(u, time, x) — Transq(u, time, z,1)
with bijective mapping constraints between Trans and Trans,:
(1) Yo : Trans, - 30" : Trans- o.u = o’ .u A o.x = o’.x A o.time = o' .time
(2) Vo,0" : Trans, - 0.i = 0'.i A o.u = 0’ .u A o.time = o .time = (o.x = 0'.x)
Step 2 Introduce relations Daily, (u, z, d, i) where z is sum of all transactions at day d for index < ¢
Step 3: Add aggregation constraints for base case (al), aggregation step (a2), and the final value (a3):
(al): Yo : Daily, - 0.i=0= 0.z =0
(a2): Yo, 0" : Daily, - (ou=0"uNod=0.dNoi+1=0"i)
< 3t: Transe - tu=ouNAtd=o.dAtx = (0.z— o0.x)
(a3): Yo : Daily- 30" : Daily, - ou=0"uNo.d=0".dNox=0.xAV":
Daily, - (0" u=0und"d=0.d)=0.i>0"i
Step 4: Return value z in relation Daily(u,d, z)

(b)

total daily spending with aggregation:
Sum (Trans, Atrans : trans.user = u A trans.time = d, Atrans : trans.x)

(©

Fig. 1. Several FOL* properties: (a) a legal property Pi; a total daily spending of
a user u on day d defined (b) without aggregation; (c) with aggregation.

shown in Fig. [I[a), includes an obligation when conditions C1 and C2 are sat-
isfied: condition C'1 compares a single transaction amount with its payer’s total
daily spending, which can be expressed as the sum of the payer’s transactions
aggregated over a day.

A simple solution to support aggregation in FOL* is to encode its recursive
definitions [35] in the logic and solve them with the existing reasoning machin-
ery. For instance, the FOL* model for capturing a payer’s total daily spending
(without aggregation) is shown in Fig. This model creates a symbolic list
(inspired by the concept of a symbolic set [3,/19]) of ordered transactions to be
aggregated over, by assigning each one a unique ID. Note that the list must be
symbolic because both the number and value of transactions are to be decided.
Then, the model specifies the recursive aggregation rule for the sum over the
list from left to right. Constraint al specifies the base case of the summation,
as the sum over an empty list is 0. The constraint a2 specifies how the value of
the sum should be updated for each step (i.e., from index ¢ to i + 1). Finally,
the constraint a3 ensures that the total daily spend is the result of the sum-
mation over the entire list (i.e., the sum at the last step). However, the model
of aggregation is ineffective for satisfiability checking and often creates complex
data constraints since it operates on a symbolic list, where the size and the value
of the list are variables. The negative impact of the aggregation model is also
acknowledged by the authors of LEGOS [22]. Therefore, there is a real need to
supporting aggregation for FOL* satisfiability checking.

In this paper, we introduce TOOL, a bounded satisfiability approach capa-
ble of handling FOL* extended with aggregation, which we refer to as FOL*T.
Specifically, TOOL receives an FOL*T property and system requirements and
incrementally grounds the FOL*T constraints to eliminate the quantifiers by
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considering an increasing number of relational objects, and checks the satisfia-
bility of the resulting constraints using an SMT solver. In order to effectively
support aggregations, TOOL enriches boolean over- and under-approximations
(using techniques from LEGOS), by computing over- and under-approximations
for numerical terms, including the aggregated values appearing in the specifica-
tion. While the numerical under-approximation is bounded by the domain of re-
lational objects, its over-approximation is bounded symbolically from above and
below using a local upper-bound and a global lower-bound, respectively. The nu-
merical over- (resp. under-) approximations for the aggregated values are refined
incrementally and form monotonically decreasing (resp. increasing) sequences
converging to a satisfying solution. Running TOOL on real-world and academic
examples from various domains solved 2.6 times more instances and provided a
significant runtime improvement (19X speed-up) compared to LEGOS. E|

The remainder of the paper is organized as follows: Sec. [2|recalls the notion of
FOL*. Sec introduces the extension of aggregation for FOL**. Sec. [4] presents
our approach for the FOL** bounded satisfiability checking, with a focus on
support for aggregations. Sec. [5| reports on the experiments we have conducted
to validate TOOL and compare it to LEGOS. Sec. [6] compares TOOL to existing
satisfiability checking approaches. Finally, Sec. [7] concludes the paper.

2 Preliminaries

In this section, we briefly describe aggregation and FOL* [22], a first-order logic
with quantifier over relational objects.

Aggregation. Aggregation has the syntax A(N), where A € {Sum, Count, Maz, Min}
is an aggregation function and N defines a collection of numerical values. We
assume that N is a finite bag (multi-set) of integers. Let ite(p, a,b) denote the
“if-then-else” function that takes a Boolean condition p and values a and b and
returns a if p is true and b otherwise. The semantics of aggregation for bags is
defined recursively as follows:

(1) Sum(®) = 0, Sum(N Uzx) = Sum(N) + z;

(2) Count(P) =0, Count(N Ux) = Count(N) + 1;

(3) Maz(h) = —oc0, Max(N Ux) = maz(Maz(N),x); and

(4) Min(0) = oo, Min(N Uzx) = min(Min(N), z).
FOL with relational objects (FOL*). A signature S is a tuple (C, R,¢),
where C' is a set of constants, R is a set of relation symbols, and ¢« : R — N is a
function that maps a relation to its arity. We assume that the domain of constant
C'is Z, where the theory of linear integer arithmetic (LIA) holds. Let V' be a set
of variables in the domain Z. A relational object o : r of class r € R is an object
with ¢(r) regular attributes and two special attributes, where every attribute is
a variable. We assume that all regular attributes are ordered and denote ol
to be the ith attribute of 0. Some attributes are named, and o.x refers to o’s
attribute with the name ‘z’. Each relational object o has two special attributes,
o.ext and o.time. The former is a boolean variable indicating whether o exists

1 All source files and case studies are available in [4].



in a solution, and the latter is a variable representing the occurrence time of o.
For convenience, we define a function CLS(o : r) to return the relational object’s
class 7. Let a term t be defined inductively as t : ¢ | var | ofi] |o.x |t +t|cxt
for any constant ¢ € C, any variable var € V', any relational object o, any index
i € [0,¢(r)] and any valid attribute name z. Given a signature S, the syntax
of the FOL* formulas is defined as follows: (1) T and L, representing values
“true” and “false”; (2) t = ¢’ and ¢t > t/, for term ¢ and t'; (3) ¢ A, —¢ for
FOL* formulas ¢ and v; (4) Jo : - (¢) for an FOL* formula ¢ and a class r; (5)
Yo : r-(¢) for an FOL* formula ¢ and a class r. The quantifiers for FOL* formulas
are limited to relational objects, as shown by rules (4) & (5). Operators V and V
can be defined in FOL* as follows: ¢V = =(~pA—¢) and Vo : r-¢ = Jo : r-—¢.
We say an FOL* formula is in a negation normal form (NNF) if negations (-)
do not appear in front of —, A, V, 3 and V. For the rest of the paper, we assume
that every FOL* ¢ is in NNF.

Given a signature S, a domain D is a finite set of relational objects. An
FOL* formula grounded in the domain D (denoted by ¢p) is a quantifier-free
FOL formula that eliminates quantifiers on relational objects using the rules: (1)
Jo:r- (¢) to \/f,:r(o’.ext/\ ¢plo + 0']) and (2) Yo : - (¢) to Ag:r(o’.ezt =
¢plo + 0']) where ¢p is the result of grounding ¢ in D. An FOL* formula ¢ is
satisfiable in D if there exists a variable assignment v that evaluates ¢p to T
according to the standard semantics of FOL (with LIA). An FOL* formula ¢ is
satisfiable if there exists a finite domain D such that ¢ is satisfiable in D. We
call 0 = (D,v) a satisfying solution to ¢, denoted as o = ¢. Given a solution
o = (D,v), we say a relational object o is in o, denoted as o € o, if 0 € D and
v(o.ext) is true. The volume of the solution, denoted as vol(o), is [{o | 0 € o}
Example. Let a be a relational object of class A with an attribute name val.
The formula Va : A. (3o’ : A+ (a.val < a’.val) AJa : A- a.val = 0) has no
satisfying solutions in any finite domain. On the other hand, the formula Va :
A- (Fa',a" : A- (aval = @' .wal+ a”.val)) A Ja : A+ a.val = 5 has a solution
o = (D,v) of volume 2, with the domain D = (a1, as) and the value function
v(ay.val = 5), v(ag.val = 0) because if a < a1 then the formula is satisfied by
assigning a’ <+ ai, a” < ao; and if a < as, then the formula is satisfied by
assigning a’ < az, a’ + as.

3 Aggregation and FOL**

In this section, we present FOL**, which extends FOL* with aggregation.

Let S be a class of relational objects, A € {Sum, Count, Mazx, Min} be an
aggregation function, p be a predicate for relational objects in S, and val: S — Z
be a function that maps a relational object of class S to a numerical value. An
aggregation in FOL** is a tuple A(S, p, val), and its semantics is defined for a
given domain D and a valuation function v as:

v(A(S, p,val), D) := A([v(val(s), D) | s € Sp if v(s.ext A p(s), D)]),
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where Sp is the set of unique relational objects of class S in domain D, and
v(expr, D) is the result of evaluating the FOL** expression expr with valuation
v over domain D. Intuitively, the predicate p and the function wval together
generate a bag (multi-set) of numerical values (from the set of relational objects
S in domain D) where the aggregation function A is applied.

Since p and wal are FOL*T functions that might return expressions including
aggregations, the value of an aggregation might not be decidable, even in a fixed
domain. To illustrate this, consider a = Sum(S, As : T, As : a), where the value
function always returns the summation a itself, and the computation of a never
terminates. To ensure that the value of the aggregation is always decidable in
any given domain D, we assume that all aggregations are stratified.

Definition 1 (Stratified Aggregations). An aggregation A(S,p, val) is strat-
ified at layer 0 if for every s € S, p(s) and val(s) do not contain summations.
A(S, p, val) is stratified at layer n if for every s € S, p(s) and val(s) only contain
aggregations that are stratified at layer n —1 or lower. Given an FOL** formula
¢ with N unique functions, if A(S,p,val) is an expression in ¢, then A(S,p, val)
is stratified if and only if it is stratified at layer N or below.

Example: Let Trans(u, z) be a relation describing a transaction where u is a user
who initiates a transaction, and z is the amount involved in the transaction.
The relational object of class Trans has four attributes: w, x, ext and time.
Consider the property P; in Fig. a) which contains the condition C'1 that
compares the size of user transactions with their daily spending of the last 7
days. Condition C1 can be formalized in FOL*T as follows: C'1 := 3tr : Trans -
(Vt : Time - trans.time — 7 < t < trans.time = Sum(Trans, \tr' : tr'u =
trauAtr’ time =t, Mr' . tr'.x) < tr.z). C1 specifies the existence of a relational
object tr of class Trans such that the daily spending for the last 7 days (V¢ :
Time - trans.time — 7 < t < trans.time) is less than tr.z. For each day ¢, the
total daily expenditure of the user tr.u during ¢ is calculated with a summation
that considers all transactions (¢r’) that are initiated by tr.u (tr'.u = tr.u)
and occur at time ¢ (tr'.time = t). The summation then computes the total
transaction amount (¢r'.x) and compares it with the target value (Sum(...) <
tr.x). Sum(...) is stratified at layer 0 because the expressions returned by the
predicate function (i.e., tr'.u = tr.u A tr'.time = t) and the value function (i.e.,
tr’.x) do not contain sum.

For a summation Sum(S,p, val), without loss of generality, we assume that
the range of val is N. This assumption is made because we can rewrite any sum-
mation with a valuation function val ranging over Z into two summations with
valuation functions ranging over N: Sum(S, p, val) = Sum(S, As.p(s) A val(s) >
0, val) — Sum(S, As.p(s) A val(s) < 0,—wal). The assumption about the range of
val ensures that aggregated sums are monotonically non-decreasing as the do-
main D expands. The same monotonicity property holds for Maz and Count,
while the negative monotonicity property holds for Min. In Sec. we leverage
this monotonicity property to support aggregation for satisfiability checking.
Remark. FOL*T captures the monitorable fragment of MFOTL,, [11]. More de-
tails are available in Appendix [E]



Algorithm 1 SEARCH-A: search for a bounded (by wvb) solution to the conjunction of
the set of FOL*" formula F.
Input A set of FOL*% formula F = {b1,...on}.

Optional Input vb: the volume bound solution. min: solution minimality guarantee o

Output a counterexample o, UNSAT or B-UNSAT,;.

1: Fi«0,D, « 0 10: if o = UNSAT then
2: while T do 11: Om + MINIMIZE(¢ g, min)
3: ¢ — N(F)) 12: D, += {o ] act € omin}
4: ¢g < G(o,D,) 13: if vol(omin) > vb then
o: d)qJ_ — ¢g A Inc(dg, D)) 14: if —min then min «+ T
6:  if SOLVE($,) = UNSAT then 15: else return B-UNSAT,,
7 return UNSAT 16: else
8: else 17: if o = F then
9: o SOLVE(QB;‘) 18: return o
19: else F| « F|  U{¢; | o [~ ¢i}

Algorithm 2 G_A: ground a FOL*" formula in a domain D).
Input a FOL** formula ¢ and a domain D,.

Output a grounded quantifier-free formula ¢, over relational objects.

1: if Marcu(p, Jo: 7 - ¢') then 7: if Marcu(e, f(t1,...,t,) then)
2: o'« NEWACT(r) 8: return f(G_A(t1,D,),...,G.A(tn, D}))
3: ¢y o .ext AG.A(¢'[0o 0], D)) 9: if Marcu(é, A(r, p, val)) then
4: return ¢, 10: i < NAT();
5: if Marcu(é, Vo : r- ¢') then 11:  Compute GLB and LUB
6: return A,/.,.cp o .ext = 12: Fy.add(boundag(¢));
e , 13: return i
G-A(¢'[o += 0'], Dy) 14: return ¢ > The case if ¢ is atomic.

4 Bounded Satisfiability Checking of FOL**

In this section, we present our algorithm for FOL** bounded satisfiability check-
ing. Sec. introduces the incremental approximation-based algorithm TOOL,
for bounded satisfiability checking of FOL*T. Sec. presents the numerical
approximations of the aggregated values to support summations, and Sec. [£.3]
describes support for other aggregation operators.

4.1 FOL*t Bounded Satisfiability Checking

A naive approach to FOL*T bounded (by a bound vb) satisfiability checking is
to first eagerly ground FOL*T formulas according to the set of domains that
contain vb relational objects and then solve the grounded formulas with SMT
solvers. However, the naive approach does not scale due to the large size of
the grounded formula and the vast number of combinations for composing the
domain of vb relational objects from different classes.

In contrast, our solution TOOL offers an incremental approximation-based
approach, inspired by LEGOS [22]. It begins with an under-approximated domain
of relational objects (e.g., an empty domain) and uses it to create grounded for-
mulas representing both over-approximations and under-approximations for the
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input formula. TOOL detects unbounded unsatisfiability if the over-approximation

is unsatisfiable and finds an (optionally minimal) solution if the under-approximation
has a satisfying solution. Otherwise, TOOL identifies a minimal cause of the un-
satisfiability for the under-approximation and uses it to refine the current domain

of relational objects. Stopping conditions are checked to detect bounded unsat-
isfiability during the domain expansion. A new iteration of approximation and
refinement is performed on the refined domain. Eventually, TOOL derives the
satisfiability result. In the following, we describe the detailed workflow of TOOL.

FOL*'* Bounded Satisfiability Checking with TOOL. Given a set of FOL**
formulas F' = {¢1,...,¢,} and a bound vb € N, TOOL (Alg. [1]) searches for a
satisfying solution o to F (i.e., 0 = ¢1 A d2...¢,) with a volume bounded by
vb. TOOL either returns o, UNSAT if ¢ is unsatisfiable, or B-UNSAT,; (bounded
UNSAT) if there is no satisfying solution within the bound vb. TOOL can be
configured to find ¢ with a minimal volume if it is called with the option -min.

TOOL follows the incremental approximation and refinement methodology
proposed by LEGOS [22]. The algorithm initially creates an under-approximated
domain of relational objects D) and the under-approximated formula F (L: .
Then, it uses the algorithm G_A (Alg. [2]) to ground the formula A(F}), denoted
as ¢, in D, creating a quantifier-free FOL formula ¢, that over-approximates
the satisfiability of ¢.

Algorithm G_A grounds ¢ with boolean and numerical over-approximations.
For boolean over-approximations, G_A grounds existential quantified expres-
sions by instantiating the quantified relational objects with new relational ob-
jects. The resulting grounded expression is a boolean over-approximation be-
cause the newly instantiated relational objects are not in D, and hence are
not constrained by universally quantified expressions in ¢ (L: 5| of Alg. . To
handle aggregations in ¢, G_A encodes their numerical over-approximations to-
gether with constraints on their global lower-bound (GLB) and local upper-
bound (LUB) (L: of Alg. . Numerical over-approximations, GLB and
LUB are described in Sec.

TOOL also creates an under-approximation qu (L: [5) by constraining every
newly instantiated relational object o in ¢4 to be semantically equivalent to some
existing relational object o’ in the current domain D| (denoted as Inc(¢y, D)),
where the semantically equivalent relation between relational objects o and o
(i.e., 0 = o) is defined as cLS(0) = crLs(0') and ALV (o[i] = o/[i]) A 0.ext =
o' .extNo.time = o .time. With the constraints Inc(¢g, D, ), both the propositional
and numerical over-approximations in ¢, collapse to their semantic definitions
in domain D.

The approximations, ¢4 and qb;-, are solved by an SMT solver. If ¢4 is un-
satisfiable, then the original formula ¢ is also unsatisfiable (L: [7). If ¢, has a
solution, then the solution is also valid for F) (L: . TOOL then checks the
solution o against F' (L: [17)) and refines F| by including formulas ¢; that are
falsified by o (L: . In case ¢4 is satisfiable while QS;- is not, the algorithm
expands the domain D| to eliminate the ’smallest’ cause of unsatisfiability by
adding the new relational objects in the minimum (with respect to volume) so-



lution to ¢4. These relational objects are then included in D to eliminate the
cause of unsatisfiability of gb;- in the future. Alternatively, if the minimal solution
guarantee is not required, TOOL instead computes a solution that requires the
minimal extension to D (which might have a higher volume than the minimal
solution). With D| expanded, TOOL starts a new round of approximation and
expansion. However, during the domain expansion, if the volume of the minimal
solution o, to the over-approximation is greater than the bound vb, the volume
of any satisfying solution to ¢ would also be greater than vb. In such cases, TOOL
returns B-UNSAT,;.

The major difference between TOOL and LEGOS is the former’s ability to ef-
fectively handle aggregation with numerical over and under-approximation (L:
and discussed in Sec. and Other differences include incremental solving
and relaxed domain search discussed in Appendices [G] and [H] respectively.
Example. Consider the example, without aggregation, in Sec. [2| Let ¢ := Va :
A.(3d,a" A (awal = a'.wal + a”.val) A Ja : A+ a.wal = 5) and vb = 5.
Initially, Dy = 0 and ¢4 = a;j.val = 5, where a; is instantiated by G_A. The
over-approximation ¢, is satisfiable, and the under-approximation qb;- is UNSAT.
Suppose Oy contains a;, and thus D, is expanded with a;. In the second
iteration, ¢, introduces a new constraint a;.val = ag.val + as.val, where az and
as are instantiated by G. The formula ¢, is satisfiable and gbj is UNSAT. Suppose
Omin contains a; and ag, and ap is added to D,. In the third iteration, ¢,
introduces a constraint as.val = a4.val+as.val. The under-approximation ¢;‘ can
be satisfied in D| = a;, az with the solution o shown in Sec.|2| However, if vb = 1,
then TOOL returns B-UNSAT; in the second iteration since |Dy| = |a1, ag| > 1.

4.2 Supporting Aggregation

Recall from Sec. that TOOL (Alg. [1) checks the satisfiability of an FOL**
formula ¢ using its over- and under-approximations, computed on L: 4| (by calling
Alg. [2] and L: respectively. Suppose ¢ contains constraints on aggregated
values. We need to ensure that G_A correctly encodes aggregated values in the
over- and under-approximations of ¢. More specifically, TOOL needs to preserve
two invariants: (1) if the over-approximation ¢4 is UNSAT, then the formula is
UNSAT; (2) every solution to the under-approximation d);- is a solution to ¢. Note
that the over- and under-approximations of the aggregated value are not the
conventional upper and lower bounds. Instead, they approximate with respect
to the satisfibility of ¢. An aggregated value could be over-approximated with a
lower value than its under-approximated value to make ¢ more satisfiabile (e.g.,
if ¢ = Sum(S,p, val) < 10, then decreasing the value of Sum(S,p, val) makes ¢
more satisfiable). In this subsection, we focus on the support for Sum. Support
for the other aggregation functions is described in Sec.

Under-approximation. Suppose Sum(S, p, val) is a summation used in formula
¢, and D is an under-approximated domain of relational objects (i.e., D C
D for some D that has a solution to ¢). We define the under-approximated
sum in D} as Sump, (S,p,val) := ) ite(s.ext A\ p(s), val(s),0). The value

SESDL
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t ift=v|c
~LUB(t1,D,) ift=—t

GLB(t, D)) = { GLB(t1, D)) + GLB(t2, Dy) ift=1t1+1t2
¢ x ite(c > 0, GLB(t1, D,), LUB(t1,D,)) ift=cxt
25651% ite(—s.extV G_A(—p(s), Dy),0, GLB(val(s), D)) if t = Sum(S, p, val)
t ift=v]c
—GLB(t1, D)) ift=—t

LUB(s,D;) = { LUB(t1, D}) + LUB(t2, Dy) ift =t + to
¢ X ite(c > 0, LUB(t1, D), GLB(t1,D,)) ift=cxty

2 ses, ite(s.ext AG_A(p(s), D), LUB(val(s), D,),0) if t = Sum(S,p, val)
N

Fig. 2. The functional definition of GLB and LUB for Def. [ and Def.

of Sump, (S, p,val) is an under-approximation because S is restricted by D,
and D, is an under-approximation of D. For brevity, given a summation sum
and a domain D, we refer to the under-approximation of sum in D as sump.

Over-approximation. Suppose Sum (S, p, val) is a summation and Sump (S, p, val)

is its under-approximation D|. The value of Sum(.S, p, val) can be over-approximated
in three different ways: (1) decreasing its value by making relational objects in

S falsify p and decrease the output of val; (2) increasing its value by making re-
lational objects in S satisfy p and increase the output of val; or (3) increasing its
value by extending D) to include more relational objects in S. Methods (1) and

(2) are local approzimations, as they might not need to expand D|. However,
the values of the local approximation are bounded by the global lower-bound
(GLB) and the local upper bound (LUB) of Sum(S, p, val).

Definition 2 (Global lower-bound). Let sum = Sum(S,p,val) be a sum-
mation, and D) be a domain. GLB%T” is a global lower bound of sum in
D, if and only if for every domain Dp , GLBE™ < sump, where sump =

Y sesy, ite(s.ext Ap(s), val(s),0) is the under-approzimated summation in D.

Definition 3 (Local upper-bound). Let sum be a summation in the form of
Sum(S, p,val), and D, be a domain. LUB%T” s a local upper-bound of sum in
domain D, if and only if LUBHT™ > sump, , where sump, =} ite(s.ext A p(s),
val(s),0) is the under-approzimated summation in D .

seSp

Given a summation and a domain, we can compute the global lower-bound and
local upper-bound using the functions GLB and LUB, respectively.

Definition 4 (Global lower-bound function). GLB is a function that re-
ceives a numerical term t and a domain Dy and computes GLB(t, D)) as shown
in Fig. @ where G_A is the extended version of G (Alg. @ for computing the
over-approzimation of an FOL** formula, and LUB is a function that computes
a numerical term’s local upper bound (Def. @

Definition 5 (Local upper-bound function). LUB is a function that re-
ceives a numerical term ¢ and a domain D| and computes LUB(t, D|) as shown
in Fig. @ GLB is a function that computes a term’s global lower bound (Def. .
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To summarize, given an under-approximated summation Sump, (S,p,val) =
> scs ite(p(s), val(s),0), we can obtain its LUB by over-approximating p(s) as
G_A(p(s),D}) and over-approximating val(s) as LUB(val(s), D}). We can ob-
tain the GLB by over-approximating —p(s) (and swapping the expressions in ite’s
“then” and “else” branches), and under-approximating val(s) as GLB(val(s), D).

Lemma 1 (Correctness of GLB and LUB). For every domain D| and sum
in the form of Sum(S, p, val), GLB(sum, D) computes a global lower-bound, and
LUB(sum, D) computes a local upper-bound.

The proof of Lemmal[l]is given in Appendix [A]

Corollary 1. Let sum be a summation in the form of Sum(S,p,val). If for
every s € S, p(s) and val(s) do not contain summations or quantifiers, then
GLB(sum, D) = LUB(sum, D) = Sump(S, p, val) for every domain D.

Given a summation sum in the form Sum(S,p,val) and a domain D, GLB
computes the lower-bound of summations for every domain which extends D .
Since the extension is monotone, GLB(sum, D) is always a valid lower-bound
(i.e., global), and hence is a lower-bound for sum. On the other hand, if the over-
approximation of sum exceeds LUB(sum, D), then the approximation is not
local, and it must extend D, to include more relational objects in S. Therefore,
the non-local approximation creates an obligation to expand D, .

Definition 6 (Over-approximation). Given a sum in the form of Sum(S, p, val)
and a domain Dy, let GLBE™ and LUBE™ be the sum’s global lower-bound and
local upper-bound at D, respectively. The over-approximation of sum is a new
integer variable i that satisfies the following constraints, denoted as boundqg,(sum):

(a) i > GLBH™
(b) if i > LUBE™ then 3s"- p(s') A val(s") + Sum(S,As : s # s" Ap(s), val) =i

Constraint (a) ensures that the over-approximation of sum respects the global
lower-bound, and constraint (b) handles the case of non-local approximation
where D| needs to be expanded. More specifically, if the over-approximation % is
greater than GLB7", then D should be extended with a new relational object
s’ satisfying p. A new summation is introduced in rule (b) to be equal to the
remaining value of the summation over the set S\ s’. Conversely, if the domain

expansion is not possible, then sum is upper-bounded by LUB%TL

Example: Consider the property P; stated in English in Fig. a). It contains
the condition C1 that compares the size of user transactions with their daily
spending of the last 7 days. The daily transaction amount made by a user
u at day t is expressed as a summation sum in the form Sum(Trans, Atr' :
tr'au = u Atr'time = ¢, Xr' : tr'.z). Suppose the domain D, consists of
three relational objects {try,trs,tr3} of class Trans. The under-approximation
sump is ite(triu = u A tri.time = t,tri.x,0) + ite(tra.u = u A tra.time =
t,tro.x,0) + ite(trs.u = u A trs.time = t,trz.x,0). The over-approximation
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of sum is a fresh integer variable i such that ¢ > GLB(sum,D)) and ¢ >
LUB(sum,D;) == 3tr : Trans-i = tr.z + Sum(Trans, Atr' : tr'u =
u A tr'.time = t ANtr £ tr', Mr’ : tr'.x). Since sum is stratified at layer 0
and p(s), GLB(sum, D) = LUB(sum, D) = sump, (Cor. . An example sum-
mation stratified at a higher level is given in Appendix [C]

Over-approximation & under-approximation for FOL*". We now ex-
plain how to encode the over- and under-approximations for FOL** formulas
by incorporating the over- and under-approximations of summations. Given an
FOL** formula ¢ and a domain D, the over-approximation of ¢, denoted as ¢g,
is a quantifier-free formula computed by G_A(¢, D, ), where every summation
in ¢ is encoded (L: |§| in Alg. [2)) according to the over-approximation definition
(Def. @ The under-approximation of ¢ in D, denoted as ¢j, is the formula
¢g N Inc(dg, Dy) (L:[5| of Alg.[1)), where Inc(¢g, D) requires every newly instan-
tiated relational object o in ¢4 to be semantically equivalent to some existing
relational object o’ in the current domain D). Note that under the constraints
Inc(¢g, D), both the GLB and LUB are collapsed to the under-approximated
sum sump, , resulting in sum = sump, in qﬁ;.

Theorem 1 (Over-approximation soundness). Given an FOL** formula
¢ and a domain D), G_A(¢,D)) is an over-approzimation of ¢ (i.e., if there
exists a domain D where ¢ is satisfiable, then G_A(¢, D) is also satisfiable.

Theorem 2 (Under-approximation soundness). Given an FOL*Y formula
¢ and a domain D, let ¢4 be the over-approzimation computed by G_A(¢, D)),
and let gb;- = ¢y A Inc(gg, D)) where every sum in ¢4 is under-approzimated by
sump, . Then d)j is an under-approzimation of ¢ (i.e., if qﬁj has a solution, then
it must be a solution to ¢).

Proofs of Thm. [I] and Thm. [2] are provided in Appendix [A] and [B] respectively.

To efficiently manage summations, each summation sum is treated as an aux-
iliary relational object. If the relational object for sum is not within the domain
D, it is treated as a fresh variable i. Otherwise, the constraints in boundqg.(sum)
are applied during the process denoted as G_A. If i > LUB(sum, D,), the sec-
ond constraint of boundgg-(sum) expands D, by introducing a relational object
s’ and a new summation. This new summation can then be over-approximated
within the expanded domain, potentially triggering subsequent rounds of do-
main expansion. We illustrate TOOL on an FOL** formula with aggregation in

Appendix

4.3 Support for Other Aggregation Functions

We have been focusing on the support for the aggregation function Sum. Other
aggregation functions in FOL**, Count, Max, and Min, are supported analo-
gously, over and under-approximation. More specifically, the under-approximation
of aggregation is bounded by the current domain, while its over-approximation
is bounded by its global lower bound (GLB) and local upper bound (LUB). In
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this section, we present the under-approximation, GLB, and LUB for Maz. We
also demonstrate that the support for Count and Min can be realized via the
support for Sum and Maz, respectively.

Count. Count has the signature Count(S,p), where S is a class and p is a pred-
icate. It is equivalent to Sum(S,p, One()), where One() is a constant function
returning one. Thus, the support for Count is realized through that of Sum.

Max. Maz has the signature Max(S, p, val), where S is a class, p is a predi-
cate, and wval is a numerical function. We support Maz using over- and under-
approximation. In a domain D, the under-approximation is GV ({ite(s.ext A
p(s),val(s),—0) | s € Sp}) where GV (a,b) returns the greater value of a and
b. The over-approximation in a domain D is a fresh integer variable ¢ under
the constraint boundqg-(maz): (1) ¢ must be no less than its global lower-bound
(GLBE), and (2) if 4 is greater than its local upper-bound (LUBZF**), then
there exists a relational object s of class S such that p(s) A val(s) = ¢ where

GLBDE" = maz({ite(—s.ext V G_A(—p(s), D), —oo, GLB(val(s), D)) | s € Sp})
LUBL* = max({ite(s.ext N G_A(p(s), D), GLB(val(s), D), —00,) | s € Sp}).

Intuitively, we can obtain the LUB of Max(S,p,val) by over-approximating
p(s) as G_A(p(s), D) and over-approximating val(s) as LUB(val(s), D). We can
obtain the GLB by over-approximating —p(s) (and swapping in ite its “then”
and “else” branches), and under-approximating val(s) as GLB(val(s), D). Note
that the shapes of the GLB, LUB, and over and under-approximations for Mazx
are identical to the ones for Sum. The only difference between them are the value
aggregation functions (Y. — maz) and the default value (0 - —o0).

Min. Min has the signature Min(.S, p, val), and it is equivalent to —Maz(S, p, —val).
Therefore, the support for Min is realized via the support for Maz.

To summarize, we proposed a general method to support aggregation in
FOL*T with over- and under-approximations. The ‘secrete sauce’ is the numeri-
cal approximation functions (LUB and GLB) that over/under-approximate the
values of numerical terms in FOL**. One can use our method to support new
aggregation functions by defining their LUB and GLB.

5 Evaluation

In this section, we report on experiments aimed at studying the effectiveness
of TOOL in supporting bounded satisfiability checking of FOL*T. Specifically,
we compare TOOL with LEGOS (the baseline) on FOL** benchmarks to answer
two questions: RQ1: How does the aggregation support of TOOL compare in
effectiveness to LEGOS when dealing with instances that have constraints on
aggregated values? RQ2: How does the aggregation support of TOOL impact the
performance cost compared to LEGOS for instances that don’t have constraints
on aggregated values? The experiments were conducted using several case studies
from the literature on a Silicon Mechanics Rackform iServ R331.v4 with 12-core
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Intel E5-2697v2 CPUs, running 64-bit Ubuntu GNU /Linux 8. The runtime and
memory of each instance were limited to 5000 seconds and 32GB, respectively.
Correctness of TOOL was verified by ensuring output consistency with LEGOS
and manual inspection when LEGOS timed-out.

Case studies. To answer RQ1, we collected five FOL*T case studies that
contain formulas with constraints on the aggregated data values, denoted as
Instances-A. These correspond to a banking system handling client transactions
(BKG) [18], rules for constructing and maintaining a connected graph over time
(DGraph) [17], synthesizing the function f(x) = Count(y|f(y) = x) on a finite
domain (Magic) [16], a social activity system that manages player matching over
time (Player), and system for keeping track of personal health formulas previ-
ously using a walk-around [5}/20] rewritten using aggregation (PHIM-A). Since
LEGOS does not support aggregation directly, aggregation in these benchmarks
is modelled in FOL* similarly to the ones shown in Fig. [[] following the recursive
definition of aggregation [35]. The modelling methodology is in Appendix

To answer RQ2, we use five FOL* case studies (converted from MFOTL) from
LEGOS [22]. These do not contain aggregation and are denoted as Instances-NA:
a banking system that processes customer transactions (BST) [11], a system for
monitoring COVID patients at home and enabling doctors to monitor patient
data (CF@H) [32], an approval policy for publishing business reports (PBC) |11],
an air-traffic control system design that aims to avoid aircraft collisions (NASA)
[241|34], and a system for keeping track of personal health (PHIM) [5}20].

These case studies cover a broad spectrum of characteristics, ranging from
no quantified data constraints (NASA) to a large number of data constraints
(CF@M, PHIM, BKG). They also vary in their usage of the aggregation oper-
ator, from not using it (PHIM) to using it (Magic, BKG, DGraph, Player, and
PHIM-A), and to using it heavily (BKG). Two of these are real-world case stud-
ies (CFQH and NASA) and five are published regulatory compliance checking
examples (PBC, BST, PHIM, PHIM-A, and BKG).

RQ1. To answer RQ1, we evaluate TOOL and LEGOS on Instances-A where
aggregation is modelled in FOL* for LEGOS. We report the outcome and run-
time for both tools with (min) and without (n-min) minimal solution guarantee.
i.e., 52 trials on 26 instances for each tool.). The results are shown in Tab. |1} We
observed that supporting aggregation directly in TOOL yielded a significantly
better performance than modelling aggregation in FOL*. TOOL succeeded on
all 26 instances and 50 out of 52 trials, whereas LEGOS succeeded on only 9
out of 26 instances and 15 out of 52 trials. TOOL is on average 19 times faster
(geometric mean) than LEGOS on instances where some configurations of both
TOOL and LEGOS succeed. LEGOS’s runtime scaled much worse than TOOL
as the difficulty of instances increased for case studies Player, PHIM-A, and
Magic Sequences. For case studies Graph and BKG, where aggregated values
are heavily constrained, LEGOS timed out even on the simplest instances.

We also noticed a significant performance cost of the minimal solution guar-
antee for both TOOL and LEGOS, which aligns with the findings in [22]. Running
TOOL without the minimal solution guarantee solved two additional instances



14

and was 3.6 times more efficient (geometric mean) than TOOL-min. Addition-
ally, TOOL-min successfully improved the volume of the solution for 7 out of 20
satisfiable instances that were solved by both configurations.

We answer RQ1 positively: TOOL’s aggregation support significantly im-
proves the effectiveness of FOL*T bounded satisfiability checking.

RQ2. To answer RQ2, we compared TOOL and LEGOS on the benchmark
Instances-NA. We report the run-time for both tools with (min) and without (n-
min) the minimal solution guarantee (4 configurations). The results are shown
in Tab.[2] We observed that performance of TOOL is competitive with respect to
LEGOS on Instances-NA. All instances and all trials were successfully analyzed
by both TOOL and LEGOS with a total run-time of 83.28 seconds and 475.65
seconds (5.7x total time improvement), respectively. The geometric mean time
of TOOL compared to LEGOS is 88.9% (81% and 96% with and without the
minimal solution guarantee, respectively).

TOOL performed significantly better for hard instances where LEGOS (either
min or n-min) took more than 5 seconds (highlighted in Tab. . The average
run-time for TOOL and LEGOS was 6.51 seconds and 45.78 seconds (7x faster),
respectively. The geometric mean time of TOOL compared to LEGOS was 63.7%
(80% and 33% with and without minimal solution guarantee, respectively). On
the other hand, for the easy instances where LEGOS finished within 5 seconds,
TOOL was competitive with LEGOS: the average run-time for TOOL and LEGOS
was 0.36 seconds and 0.355 seconds, respectively, and the geometric mean time
of TOOL compared to LEGOS was 105%. The performance differences on easy
instances were small but the benefit of TOOL on hard instances significantly
outweighed the cost of the overhead.

We answer RQ2 positively: TOOL is competitive with LEGOS for bounded
satisfiability checking on instances without aggregation, and it performs signifi-
cantly better on harder instances.

6 Related Work

Reasoning with Aggregation. Aggregation has been extensively studied in
logic programming and database theory and is supported by reasoning tools.
Aggregation is commonly supported in Datalog [33] by Datalog engines such as
Soufflé |26], SociaLite [40,41] and BigDatalog [42]. The more expressive logic
system answer set programming (ASP) [8l/19,[23] has also developed support for
aggregation in solvers such as DLV [1] and WASP [2]. In Datalog and ASP, aggre-
gation semantics is defined over sets of grounded relations with a fixed domain of
atoms (close-world assumption). In contrast, TOOL supports aggregation with-
out requiring a fixed domain of atoms. TOOL can include new relational objects
to a set as long as they do not conflict with the requirements. Additionally,
Datalog and ASP operate on a restricted form of FOL whereas we support ag-
gregation on a more general basis that allows arbitrarily quantifier alternation
over relational objects. The Declarative Modeling Language Alloy [25] and Elec-
trum [14] support aggregation and quantifiers over sets of objects instantiated
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Table 1. Comparison between TOOL and LEGOS for bounded satisfiability checking
on FOL*' case studies (with aggregations). The satisfiability result and time (res
| time(s)) are reported for four configurations: TOOL with (min) and without (n-
min) minimal solution guarantee and LEGOS with (min) and without (n-min) minimal
solution guarantee. The satisfiability results are one of the following: the volume of a
solution (e.g., 5), unsatisfiable (U), bounded UNSAT (BU), or Timeout (T/O): runtime
exceeds 5000 sec. Instances from the same case study are roughly ordered by their
difficulties (e.g, pl2 is a more complicated more pl1).

with a bounded data domain. TOOL differs from them as it (optionally) bounds
the number of relational objects instead of the data domain. MONPOLY [12]
enables runtime monitoring of policies specified in Metric First-Order Logic with
Aggregations [11] (MFOTL,,). This is the formalism most closely aligned with
FOL** in terms of expressiveness. Complementary to runtime monitoring, TOOL
provides satisfiability checking for FOL**, which captures the monitorable frag-
ment of MFOTL,,.

Bounded Satisfiability Checking. Satisfiability checking of temporal logic
has been studied to verify system designs. Approaches targeting various tempo-
ral logic, such as linear temporal logic (LTL) [13,27-29,[31L39], metric temporal
logic (MTL) [38], mission-time LTL [30] and signal temporal logic (STL) [6] have
been proposed. Satisfiability checking for first-order logic is supported by SMT
solvers such as Z3 [36] and CVC5 [7]. To verify LP in early system designs, LE-
GOS |22] was developed to support bounded satisfiability checking for MFOTL,
which extends MTL with first-order quantifiers to capture data constraints. LE-
GOS translates MFOTL formulas into FOL*, and then checks the satisfiability
of the translated formula. In contrast, TOOL checks the bounded satisfiability of
FOL**, which is a super-set of FOL* (with aggregations extension). TOOL sup-
ports reasoning on aggregations with numerical over and under-approximation.

Case ‘TOOL ‘LEGOS ‘ Case ‘TOOL ‘LEGOS ‘
Studies ‘ min ‘ n-min ‘ min ‘ n-min ‘Stuides ‘ min ‘ n-min ‘ min ‘ n-min ‘
dgl || 8]0.96s | 8| 0.66s TO TO m2 || U[02s | U|02s |U,1.6s| U, 1.3s
dg2 ||12 | 2.45s| 12 | 1.59s TO T/O Magic m4 || 2]0.12s | 2] 0.08s |2, 1.77s| 14, 0.39s
DGraph dg3 |[12 | 11.4s| 12 | 1.61s T/O T/O Se 8¢ 10| 4 | 1.51s | 4| 1.13s | T/O |14, 1092s
dg4 ||16 | 10.4s| 16 | 4.09s T/O T/O 4 miH|| 4 | 1.67s | 4]1.19s | T/O |13, 9.16s
dgb ||20 | 70.2s| 20 | 14.3s T/O T/O mlK|| 4]1.95s | 4] 1.37s | T/O |13, 8.94s
pll [[2]0.08s| 2]|0.05s | 2|0.5s | 2]0.47s bdl|| U]0.77s | U | 1.02s | T/O T/O
Player pl2 ||5 | 40.64s| 9 | 1.54s T/O T/O BKG bd2| 7]19.1s | 9]1.20s | T/O T/O
: pl3 T/O 12 | 3.31s T/O T/O (Day) bd3 ||12 | 821.2s|13 | 23.99s| T/O T/O
pl4 T/O |16 ] 53.13s)| T/O T/O ) ba4 | 20 | 1917s |21 | 333.9s| T/O T/O
ph7 [[19 | 2.35s] 20 | 1.66s |19 | 14.06s| 22 | 8.36s bd5 || U | 230.7s| U | 204.8s| T/O T/O
PHIM-A ph8 || 22| 4.25 | 23 | 3.18s |22 | 204.4s|27 | 204.9s BKG bhl [[ 10 | 87.6s [12 | 12.95s| T/O T/O
ph9 ||25 | 8.49s| 25 | 7.37s |25 | 400.1s|32 | 383.6s (Hour) h2 || 15 | 70.8s |15 | 26.60s| T/O T/O
ph10|| 32 | 296s|32 | 294.0s| T/O T/O bh3 || U |5.00s | U|392s | T/O T/O



16

Table 2. Run-time performance of TOOL and LEGOS on benchmark Instances-NA
(without aggregations). The satisfiability result and running time (time, in seconds)
are reported for four configurations: TOOL with (min) and without (n-min) mini-
mal solution guarantee and LEGOS with (min) and without (n-min) minimal solution
guarantee. Significant performance differences are highlighted: red and green indicate
shorter and longer execution time, respectively

Case TOOL LEGOS Case TOOL LEGOS
R Result - - - - . Result - - - -
studies min [n-min|min [n-min||Studies min  [n-min |[min [n-min
bstl [|[UNSAT0.29/|0.3 0.34/0.35 cfl ||[UNSAT|1.23 |1.59 [1.61 1.78
BST  bst2 ||SAT 0.11/0.04 |0.04|0.04 cf2 ||SAT 3.15 [2.37 10.34 |2.4
bst3 [|SAT 0.45/0.29 0.92/0.52 cf3 ||[SAT 5.09 |3.82 [5.98 3.14
nal |[UNAST|0.66[0.67 [0.87[0.89 ||CFQH cf4 ||SAT | 4.47 [3.44 [90.28 [4.42
na2 ||[UNAST|0.18/0.18 |0.2 (0.2 cf5 ||[SAT 1.26 [0.95 0.5 0.47
nad [[UNAST|0.19/0.19 |0.2 |0.2 cf6 ||[SAT 1.28 10.98 ]0.49 0.47
nad [[UNAST|0.67]|0.68 [0.89/0.84 cf7 ||[UNSAT|0.61 |0.61 [0.31 0.32
nab [|[UNAST|0.11{0.11 [0.11{0.11 ||PBC pbc||SAT 0.51 |0.48 ]0.36 0.39
NASA na6 |[|[UNAST|0.02/0.03 [0.03[0.03 ph1||[UNSAT|[0.05 [0.05 |0.05 0.04
nalb||{UNAST|0.14|0.14 |0.14/0.14 ph2||[UNSAT[0.04 [0.04 (0.03 0.03
na2b||{UNAST|0.14|0.14 |0.14/0.14 ph3||UNSAT|0.06 [0.06 [0.05 0.05
na3b||[UNAST|0.15/0.14 ]0.15/0.15 ||PHIM ph4|[UNSAT|0.05 |0.05 [0.05 0.05
na4b||{UNAST|0.16/0.16 |0.14/0.15 ph5||SAT 14.4 | 10.72 | 25.68 | 15.67
nabb||{UNAST|0.14|0.14 |0.14/0.14 ph6||UNAST|0.78 0.79 1.24 1.23
na6b||[UNAST|0.03[0.03 [0.03[0.03 phT7||SAT 10.97 | 6.7 268.11 | 31.84

7 Conclusion

In this paper, we extended FOL* with aggregation, calling the resulting lan-
guage FOL**. We also developed TOOL, a bounded satisfiability checking tool-
supported approach for FOL*T. TOOL enables a direct specification and an
efficient reasoning over constraints on aggregated values. TOOL supports aggre-
gation by over- and under-approximating aggregated values and incrementally
refining the approximations. Compared to the state-of-the-art bounded satis-
fiability checker for FOL*, LEGOS, TOOL is up to 10 times more efficient on
instances with constraints on aggregated values. Moreover, it performs as effec-
tively, if not better, on other instances.

In the future, we aim to improve TOOL’s efficiency for computing the min-
imal solution, especially when aggregation constraints are present. This could
be achieved by integrating existing work from Datalog [42], ASP [23], and SMT
solvers |16]. Finally, we would like to move beyond bounded satisfiability to
discover and capture solutions with an infinite volume.
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Appendix

Sec. |A] provides the correctness proof for the global lower bound (GLB), local
upper bound (LUB) and G_A (Alg. . Sec. [B| provides the proof for the cor-
rectness of FOL** under-approximation encoding (Thm. . Sec. |C] illustrates
the over- and under-approximation of the summation. Sec. [D|illustrates the al-
gorithm TOOL. Sec. [E] shows how the monitorable fragment of MFOTL,, can be
captured by FOL*T. Sec. [F| describes the approach used to model aggregation
constraints in FOL*. Finally, Sec. [G] provides details on how TOOL supports
incremental solving for under-approximation.

A Correctness Proof for GLB and LUB

In this section, we provide the full proof of Lemma [I|and Thm. [I} We prove the
lemmas together by induction (in the layer where the target sum is stratified).
We prove the base case in Sec. [A]] the inductive step in Sec. [A-2] and conclude
the proof in Sec.

A.1 Base case proof

First, we consider the base case where the target summation is stratified at layer
0. The base cases are stated as Lemmas and [4

Lemma 2 (Local correctness of GLB and LUB at layer 0). Suppose
Sum(S, p,val), denoted sum?®, is a stratified summation at level 0 (see Def.
and D, is a domain. Let LUB(sum, D)) and GLB(sum, D|) be the local upper-

bound and global lower-bound of sum®, respectively. Let sum%L be the under-
approzimation of sum® in D) (sumODl =%, ite(s.ext Ap(s),val(s),0)). The
1

following statement is true:
0 0 0
GLB(sum”,D ) < sump < LUB(sum”, D))

Proof. First, we prove the inequality GLB(sum®, D) < sum%¢ by contradic-
tion. Suppose GLB(sum®, D) > sum%i, then it is the case that

ZSGSDL ite(—s.ext V G_A(—p(s), D}),0, GLB(val(s),D})) >
Zg% ite(s.ext A p(s),val(s),0)

Since sum? is stratified at level 0, p(s) and val(s) do not have summation in
them (by Def. . Therefore, G_A(—p(s),D;) = G(-p(s), D,). Feng et al. [22]
proved (Lemma 3) that G(—p(s),D,) is an over-approximation of —p(s) (i.e.,
—p(s) = G(—p(s),D,)), hence =G(—p(s),D}) = p(s). Therefore, for every s €
S, if s contributes GLB(val(s), D}) to GLB(sum?, D|), then it must contribute
val(s) to sum, . Since val(s) does not contain any summation (sum? is stratified
at layer 0), it is easy to see that GLB(val(s), D) = val(s). Therefore,



22

ZSESDL ite(—us.ext \ G,A(—!p(s), D$)7 07 GLB(’UU,Z(S), Di)) <
Zg% ite(s.ext A p(s),val(s),0)

This reaches a contradiction.
Second, we prove the inequality sum%l < LUB(sum®, D) by contradiction:

Suppose sum%L > LUB(sum®, D)), then it is the case that

ZSESDL ite(s.ext A G(p(s), D} ), LUB(val(s),D,),0) <
ZSS]% ite(s.ext A p(s),val(s),0)

Since sum? is stratified at level 0, the result of p(s) and wal(s) will not
have summation in them. Therefore, G_A(—p(s),D;) = G(—p(s),D,). Feng et
al. proved (Lemma 3 in [22]) that G(p(s), D) is an over-approximation of p(s)
(i.e., p(s) = G(p(s),D;)). Therefore, for every s € S, if s contributes val(s)
to sum%u then it must contribute LUB(val(s), D}) to LUB(sum®, D,). Since
val(s) does not contain any summation (sum is stratified at layer 0), it is easy
to see that GLB(val(s), D) = val(s). Therefore,

ZSESDL ite(s.ext A G(p(s), D} ), LUB(val(s),D,),0) >
ng ite(s.ext A p(s),val(s),0)

This is a contradiction. Therefore, both inequalities are proven.

Lemma 3 (Global correctness GLB at layer 0). Suppose Sum(S,p,val),
denoted as sum®, is a stratified summation at level 0 (see Def. and D)
is a domain. Let GLB(sum®, D) be the global lower-bound of sum®. For ev-
ery domain such that D 2 Dy, let sump = Y g ite(s.ext A p(s),val(s),0) be
the under-approzimation of sum® in D. The following relation always holds:
GLB(sum®, D)) < sumY,.

Proof. Proof by contradiction: suppose that there exists a domain D 2 D such
that GLB(sum®, D}) > sum's*. Since D D Dy, sum?, > sum%i. By Lemma
GLB(sum®, D) < sum}, , hence GLB(sum®, D}) < sum{,. Contradiction.

Before moving on to the inductive step, we establish an important lemma
for the function G_A since it is used in the definition of LUB and GLB, and
behaves differently from G when the input formula contains summations.

Lemma 4. Suppose ¢° is a FOL** formula where every summation in ¢° is
stratified at layer 0 (see Def. , and D is a domain. The grounded formula
G_A(sum® D)) (Alg. @) is an over-approzimation of ¢° (i.e., if ¢° is satisfiable,
then G_A(¢°, D)) is satisfiable).

Proof. If ¢° does not contain any summation, then G_A(¢°, D) = G(¢°, D),
and Feng et al. [22] proved that G(¢°, D)) is an over-approximation of ¢°. If
#° contains a summation sum?, then it is encoded as a fresh integer variable i
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(L: of Alg. [2)) subject to the constraint reqgsym, (Def. @ It suffices to show
that the range of i, [GLB(sum®, D)), ) includes the possible value of sum?,
for all D O D,. By Lemma [3| sum% > GLB(sum®, D), and thus sum9 is in

[GLB(sum®, D)), ). Therefore, G_A(¢", D|) is an over-approximation of ¢°.

A.2 Inductive step

Now we prove the inductive step. First, we establish the inductive hypothesis.

Hypothesis 1 (Inductive hypothesis of GLB) Let a domain Dy and a sum-
mation sum® stratified at layer i be given. Then for every domain D D Dy,
GLB(Sum",Di) < sumiD, where sumiD is the under-approzimation of sum® in
domain D.

Hypothesis 2 (Inductive hypothesis of LUB) Let a domain Dy, and a sum-
mation sum’® stratified at layer i be given. Then LUB(sum’, D) > sumZDL where

z’ . . . Z .
sump s the under-approzimation of sum® in D).

Hypothesis 3 (Inductive hypothesis of G_A) Given a domain D, and an
FOL** formula ¢' whose summations are stratified at layer i, G_A(¢*, D) is
an over-approzimation of ¢°.

We now prove the inductive lemmas by assuming the above inductive hy-
potheses.

Lemma 5 (Inductive local correctness of GLB and LUB). Suppose Sum(S, p,val),
denoted as sumi*?!, is a stratified summation at level i + 1 (see Def and D)
is a domain. Let sumgr1 be the under-approzimation of sum'*! in D|. If Hy-

potheses 1], [3 and [3 holjs, then
GLB(sum'™, D)) < sumiDJl1 < LUB(sum'*, Dy)

Proof. First, we prove the inequality GLB(sum®*! D) < sumgrll. By Def.
GLB(sum*1, D)) =" ite(—s.extVG_A(—p(s), Dy),0, GLB(val(s), D))).
Since sum®*! is stratified at layer i + 1, by Def. |1} =p(s) only contains sum-
mations that are stratified at layer i or below. Therefore, by Hypothesis [3]
G_A(—p(s),D,) is an over-approximation of —p(a), and hence if s contributes

GLB(val(s), D}) to GLB(sum'*!, D ), then it must also contribute val(s) to
sum’Dtl. Therefore, we can show GLB(val(s), D}) < val(s) to prove GLB(sum®*!, D)) <

sumgll. Now consider GLB(val(s), D), By Def. 4] there are five cases:

SESD‘L

(1) if val(s) is a constant or a variable, then GLB(val(s), D) = val(s). O

(2) if val(s) = —t then we create an obligation showing LUB(val(s), D) >
val(s). Without loss of generality (WLOG), we can assume that ¢ does not
contain any other negation operator, ‘—’, since otherwise the negation on ¢
can be pushed in.



(3) if val(s) = t1 +t2, then we create an obligation to show GLB(val(t1), D) <
tl A GLB(’UCLZ(tQ), Dl«) S tQ.

(4) if val(s) = ¢ x t, WLOG, we can assume ¢ > 0 (if ¢ < 0, can rewrite it as
—(—c x t)), then we create an obligation to show GLB(¢,D;) < t.

(5) if val(s) is a summation, then by Hypothesis |1} GLB(val(s), D}) < val(s).

Cases (1) and (5) are terminal and have already been proven. Case (2) is a
special terminal case where we need to prove LUB(¢, D) > ¢ for some negation-
free term ¢. Cases (3) and (4) are non-terminal cases which generate a set of new
proof obligations. Since val(s) is a finite expression, Cases (3) and (4) will reach
one of the terminal cases (1), (2) or (5).

To prove Case (2): LUB(¢, D)) > t for some negation-free term ¢, we consider
the definition of LUB (Def. [5)) which consists of five cases.

(i) tis a constant or a variable. Then GLB(¢,D;) =¢. O

(ii) t = —t'. However, since we assumed that ¢ does not contain negation, this
case is unreachable.

(iii) val(s) = t1+1t2. Then we create an obligation to show LUB(val(ty), D) >
tl AN LUB(’UCLl(tg), Di) Z tz.

(iv) if val(s) = ¢ x t, WLOG, we can assume ¢ > 0 (if ¢ < 0, can rewrite it as
—(—c x t)). Then we create an obligation to show LUB(¢, D)) > t.

(v) if val(s) is a summation, then by Hypothesis LUB(val(s), D) > val(s).
O

Cases (i) and (v) are terminal and Case (ii) is unreachable. Cases (iii) and
(iv) are non-terminal, which generate more proof obligations. Given that ¢ is a
finite expression, by recursively analyzing the proof obligations, these cases will
eventually reach either Case (i) or Case (v). This proves Case (2). O

Combining Case (2) with Cases (1) and (3)-(5), we now have proven GLB(sum'*1, D) <
sumiD'il. Combining this with the proven fact that G_A(—p(s), D) = —p(s), we
obtain the first inequality GLB(sum'*, D) < sumgll. O

The proof for the second inequality, sumgll < LUB(sum'™! D)), is identical
to the proof of the first inequality with a few exceptions: (1) we prove that
G_A(p(s),D;) = p(s) given Hypothesis [3} (2) we prove LUB(val(s),D;) >
val(s) by case analysis following the definition of LUB (Def. [f), and (3) we
prove GLB(t,D;) < ¢ for any negation-free term ¢. Due to the similarity, the
detailed proof is omitted.

Lemma 6 (Inductive global correctness GLB). Suppose Sum(S,p,val),
denoted as sum®*t, is a stratified summation at level i + 1 (see Def. and
Dy is a domain. Let GLB(sum®, D)) be the global lower-bound of sum®*!. For
every domain D 2 Dy, let sump = Y 5 ite(s.ext Ap(s),val(s),0) be the under-
approzimation of sum'tt in D. If Hypotheses @ and@ hold, then the following
relation always holds: GLB(sum'™1 D) < sumgl.

Proof. Proof by contradiction: suppose there exists a domain D 2 D such that
GLB(sum'*!, D)) > Sumgl. Since D D Dy, Sumgrl > Sumgl. By Lemma
GLB(sum'™*', D)) < sum’f*, hence GLB(sum®, D}) < sum'3*. O

L
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The following lemma is an inductive generalization to Lemma [ which is
necessary for induction for the Hypothesis [3]

Lemma 7. Suppose ¢'t! is a FOL*t formula where every summation in ¢'*!
is stratified at layer i + 1 (see Def. , and Dy is a domain. If Hypotheses
@ and@ hold, then the grounded formula G_A(sum™™t D)) (Alg.|9) is an over-
approzimation of ¢**1 (i.e., if ¢ is satisfiable, then G_A(¢*, D)) is also
satisfiable).

Proof. Every summation ZZH in ¢t is encoded as a fresh integer variable i
(L: of Alg. [2)) subject to the constraint reqgy., (Def. @ It is sufficient to show
that the range of 4, [GLB(sum'*!, D}), ) includes the possible value of sum’*
for all D D D,. By Lemma@ sum'ft > GLB(sum'*', D), and thus sum'J " is
in [ GLB(sum'™*, D|),). Therefore, G_A(¢*™!, D|) is an over-approximation of
¢i+1.

A.3 Proving correctness of GLB and LUB

Given the base cases Lemmas [2] [3] and [ and the inductive step, Lemmas [5] [f]
and|[7] the proofs of the correctness of GLB, LUB (Lemmall)) and G_A (Thm.
are the direct result of induction.

B Proving Correctness of FOL*T Under-approximation

In this section, we prove Thm. 2] The proof follows an inductive argument with
the help of an addition lemma.

Lemma 8. Let an FOL** formula ¢ and a domain of relational objects D,
be given. Let ¢, be the grounded encoding G_A(¢, D)), and let ¢;- be the for-
mula ¢g A Inc(¢g, D). For every summation sum = Sum(S,p,val) in ¢, in
every satisfying solution v to ¢y, v(sum) = v(sump,) = v(GLB(sum, D)) =
v(LUB(sum, D)), where sump, is the under-approzimated aggregation in do-
main D), and GLB and LUB are the global lower-bound (Def. and local

upper-bound (Def. @)

Lemma [§] states that the numerical over-approximations on aggregations in
¢4 collapse to their LUB, GLB, and standard semantic definition in ¢j. Once
we prove Lemma(§] then we can prove Thm. [2|by showing that the propositional
over-approximations also collapse, as demonstrated in Feng et al. [22].

We now prove Thm. 2]and Lemma [§| together by induction on the layer where
aggregations are stratified.

Base case: We prove that Thm. |2| and Lemma [§] hold for a FOL** formula
where every summation sum is stratified at level 0. For every summation sum,
its over-approximation G_A(arg, D)) is an integer ¢ subject to boundarg(sum):

(a) i > GLBj™
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(b) if i > LUBR™ then 3" p(s’) A wal(s’) + Sum(S, As : s # " Ap(s), val) =
where

~ LUBj™ = ZSESDL ite(s.ext N G_A(p(s), D} ), LUB(wval(s), D;),0) and
- GLBp" = EseS% ite(—s.ext vV G_A(—p(s),D,), 0, GLB(wval(s),D,)).

Since sum is stratified at level 0, for every s € Sp_, p(s) and val(s) do not con-
tain summations. It has been established by Feng et al. [22] that G_A(p(s), D} )A
Inc(pg, D)) is eq-satisfiable as p(s) in D, thus leading to G_A(p(s), D) <=
—\G,A(ﬂp(s),Di). As for wal(s), based on Def. 4] and [5| it can be shown that
LUB(val(s), D) = GLB(val(s), Dy) = val(s).

Therefore, we can conclude that v(LUBE™) = v(GLBp") for every satis-
fying solution v to ¢j. Leveraging the correctness of GLB and LUB (as per
Lemma [2{and Lemma (3), the value v(sump,) must be bounded both above and
below by U(LUBS“m) and U(GLBS“m) respectively. Consequently, we can assert
that v(sump,) = v(LUBsum) = U(GLBsum).

Finally, considering bound,4(sum), the value of i is also bounded below by

(GLBS“E“) Furthermore, 4 is bounded above by v(LUBF™) unless there exists
s’ such that p(s") A+Sum(S, As : s # s' Ap(s), val). However, due to Inc(¢g, D),
such s’ does not exist since it must be semantically different from every s € SD,.

Therefore, we can conclude that v(i) = v(sump,) = v(LUBL™) = v(GLBR™).
Hence, we have established the base case for Lemma [8] The proof for the base
case of Thm. [2| follows in a similar way. O
Inductive generalization step: We assume that Thm. 2] and Lemma [§] hold
for any FOL*T formula where every summation sum is stratified at level i or
below (inductive hypothesis).

To prove Thm. [2| and Lemma [§ hold for any FOL*" formula where every
summation sum is stratified at level 1+ 1, we follow the same proof structure as
the proof for the base case. We first prove that

v(LUBR™) = v(GLBE™) for any solution v to ¢, where

- LUBZ™ = ZSGSDL ite(s.ext A G_A(p(s), D, ), LUB(val(s),D,),0) and
- GLBp™ = ZSESDi ite(—s.ext vV G_A(—p(s), Dy), 0, GLB(val(s), D})).

It is sufficient to prove the following two conditions: (1) G_A(p(s), D) <~
~G_A(-p(s), D,) is a logical consequence of ¢, and (2) (GLB(val( ),Dy)) =
v(LUB(val(s), Dy)) for any solution v to ¢;-. Conditions (1) and (2) follow from
the inductive hypothesis on Thm. 2] and Lemma [§] respectively.

From the proven fact v(LUBR™) = v(GLB3"), we can show that Thm. I
and Lemma [§ hold for ¢ with aggregatlonb stratlﬁed at layer 7 + 1.
Conclusion: Thm. 2| holds for the base case as well as the inductive generaliza-
tion step. Therefore, Thm. [1] holds for every FOL*T formula ¢. a
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C Example of Summation Over-and Under-approximation

Consider the property P; described in Fig. [Th. P contains the condition C1
that compares the size of user transactions with their daily spending of the last
7 days. The daily transaction amount made by a user u at day t is expressed as
a summation sum in the form:

Sum(Trans, Atr': tr'.w=wuAtr' time =t, Xtr' : tr'.z).

Suppose D, is domain consistent of three relational objects of the class Trans
{tTl, t?“g, t’l“g}.

— The under-approximation sump is
ite(tri.u = u A try.time = ¢, try.2,0) + ite(tra.u = u A trao.time = ¢, tra.2, 0)
+ite(trs.u = u A trs.time = ¢, trs.z, 0).

— The over-approximation of sum is a fresh integer value ¢ such that
i > GLB(sum, D) and i > GLB(sum, D) = 3tr: Trans-i = tr.x+
Sum(Trans, Ar' : tr'.u = u Atr'.time = t Adr Z tr', Mr' @ tr'.x).

Since sum is stratified at layer-0, GLB(sum, D}) = GLB(sum, D)) = sump,
(Cor. [1)). Now consider sum’ in the form of

Sum(Trans, Atr.x > sum, \r' : tr'.z).

— The under-approximation sum/, is
ite(tri.x > sump ,tri.z,0) + ite(tro.u > sump, , tro.x, 0)+
ite(trs.u > sump, ,trs.z,0).
— The over-approximation of sum’ is a fresh integer value ¢’ such that
i’ > GLB(sum/, D) and V' > GLB(sum/, D) = 3tr : Trans-i = tr.oc+
Sum(Trans, Xtr' :tr'.x > sum Atr Ztr', Xtr’ : tr'.z).

Let i be the over-approximation of sum defined above:

— The global lower-bound GLB(sum/, D)) is

ite(tri.x < i,0,tr.@) + ite(tra.x < 4,0, tro.x) + ite(trs.z < 4,0, trs.x)
— The local upper-bound LUB(sum/, D)) is

ite(try.x > i,tr.x,0) + ite(tra.x > i,tra.x,0) + ite(trs.x > i,trs.z, 0).

D Illustration of Running TOOL

Consider a banking system that supports transfer between users. A user u can
transfer x units of money to a different user v by transfer: Trans(u,v,x).

The bank establishes the following requirements: (R1) A user can transfer at
most 5000 units of money every day. (R2) If a single transfer is for an amount
greater than 1000 units, then the user who initiated this transfer must have
transferred out 3000 units on the previous day. (R3) The banking system only
accepts refund requests for transfers under 1000 units of money. Inspired by the
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legal property P; in Fig.[I] we introduce a new property P, adapted for the bank-
ing industry: For any transfer with amount more than 1000 units, the transfer
amount should not be higher than the usual transferer’s total daily spending
over the last 7 days. We formalize P»’s negation as: =P, = 3tr : Trans - (tr.xz >
3000 A (Yt : Time- trans.time —7 < t < trans.time = Sum(Trans, Atr’ : tr'.u =
trau A tr.time = t, Mr' : tr'.x < tr.x))). We now illustrate SEARCH-A. For each
iteration, we denote ¢, and qﬁj as the over- and under-approximation queries
computed on L: 4| and L: [5| of Alg. [1} respectively. We write sum! and sum' as
the over- and under-approximation of sum, respectively. Note that for the sum
Sum(Trans, Atr' : tr'.u = trau Atr.time = t, X' @ tr'.x < tr.z))), its GLB
(Def. , LUB (Def. and sum! always have the same value in any domain
because the filtering function and value function do not return expressions with
sums (Cor. . Therefore, we use sum* to represent all of them.
Iteration 1. D = (). The over-approximation ¢, introduces a relational object
tr! due to —p where tr'.z > 1000. ¢, is satisfiable, but ¢ is not (solved by the
SMT solver Z3 [15] using techniques from [?]) since ¢r1 ¢ D). Therefore, D, is
expanded by adding tr'.
Iteration 2. D = {tr'}. ¢, introduces a new summation sumI = 3000 due to
(R2) because the sum of transfer by tr'.u at trl.time—1 is 3000. ¢, is satisfiable,
but qﬁgl is UNSAT since 0 = sum{ #* sumI. Therefore, D, is expanded by adding
sumy as a summation object.
Iteration 3. D| = {tr', sum; }. ¢, introduces a relational object tr? and a new
sum sumg due to req, where tr2u = trlu, tr2.time = tr'.time — 1 and
sumg +irp.x = sum{. ¢, is satisfiable, but qﬁ;- is not since try ¢ D). We assume
that D is expanded by tr?.
Iteration 4. Dy = {tr', sumy, tr*}. ¢, introduces a new summation sumg = 3000
because R2 describes the sum of transfer amounts by tr2.u at tr2.time — 1 when
tr?.x > 1000. ¢ is satisfiable, but qu is not since sums J= 0 or sumé +trie <
3000. Suppose that D, is expanded by adding sums to D,.
Iterations 5 - 10. D = {tr', sumy, tr?, sums}. Suppose that the domain expan-
sion follows a process similar to that of iterations 3-4. At the end of iteration
10, there are 4 relational objects, tr2, tr3, tr*, tr°, all of which occurred one day
before tr!.time and are initiated by tr!.u.
The final iteration. Dy = {tr', sumy, tr?, sumg, tr3, sumy, ..., tr°}. (bj becomes
satisfiable with the solution tr'.z = 5000, trl.u = 0, trl.time = 1, tr2.x =
tr3.x = trte = tr.x = 800, trXu = tr3.u = tr*.u = tr°.u = 0 and tr2.time =
tr3.time = tr*.time = tr®.time = 0. Therefore, - P, is satisfied implying that
property P, might be violated.

On the other hand, if R1 is tightened to restrict a user from transferring
more than 3,000 units of money per day, then =P, A R1 A R2 is UNSAT.
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E Capturing Monitorable MFOTL,, with FOL*+

In this section, we show that the monitorable fragment of MFOTL,, can be
captured by FOL**. First, we briefly describe MFOTL,,, and then discuss the
relationship between FOL*T and MFOTL,,.

Metric first oder temporal logic with aggregation (MFOTL,,) [9].

Syntax. A signature S is a tuple (F, R,¢), where F' is a set of function symbols
and R is a finite set of predicate symbols (for relation) disjoint from F, respec-
tively. The function ¢ : FF'U R — N associates each predicate symbol r € F U R
with an arity ¢(r) € N. Let Var be a countable infinite set of variables from
domain Z, where Var A (F U R) = (). Constants are function symbols of arity
0, and C C F is the set of constants in S. A term t is defined inductively as
t:clv|t+t|ext]f(t1,...,tn). Let fo(t) be the set of the variables that occur in
the term ¢. Let  be a vector of terms, #.* be a vector that contains x at index k,
and ¢, be the set of ground terms. A substitution sub is a function from variables
to terms.

The syntax of MFOTL,, formulas is defined as follows: (1) T and L, repre-
senting values “true” and “false”; (2) t = ¢ and ¢t > ¢/, for terms ¢ and t'; (3)
7(ty...t, () for r € R and terms t1...t,¢y; (4) ¢ A1p, ~¢ for MFOTL,, formulas ¢
and ©; (5) (3zx.¢); (6) ¢ Ur ¢ (until), ¢ Sy ¢ (since), @1 ¢ (next), Or ¢ (previous)
for MFOTL,, formulas ¢ and ¢, and an interval I € I; and (7) [w:Z.¢](y; g), an
aggregation formula, where w range over the elements in R,#,1, and a finite set
of aggregation operators {2, g are the attributes on which grouping is performed
and as z, ranges over sequences of elements in Var, t is the term in which the
aggregation operator w is applied, and y is the attribute that stores the result
and ranges over elements in Var. The variables in Z are v’s attributes that do
not appear in the described relation.

The set of free variables of an aggregation formula, [w;Z.w], is defined as

fo([wizw]) := {y} Ug. A variable is bound if it is not free. We denote by fv(¢)
the sequence of free variables of a formula ¢ that is obtained by ordering the free
variables of ¢ by their occurrence when reading the formula from left to right. A
formula is well-formed if, for each of its aggregation subformulas, it holds that
(i) y ¢ g, (ii) fo(t) C fo(y), (iii) the elements of zZ and g are pairwise distinct,
and (iv) z = fo(¥) g.
Capturing MFOTL,,.The monitorable fragment of MFOTL,, guarantees finite-
ness: for every solution, the number of tuples that hold for every relation at every
time point is finite. To ensure finiteness, Basin et al. [9] uses a set of deviation
rules to define the monitorable fragment. At a high level, the derivation rules
ensure that every universally quantified variable that appears in a formula is al-
ways grounded by some finite relation (i.e., relations that hold for a finite number
of tuples). For example, the formula VxyR;(x,y) = Ra(x,y) is monitorable if
R; is a finite relation. On the other hand, the formula VzyRs(z) = Ra(x,y) is
not monitorable since y is not guarded.
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casel : Tt=1t,m) — t=t

case2 : Tt >t,7) — t>t

case3d : T(r(t, . tum),m) — Jo:r- /\3(3 (0.7 =t;) A(ms = o.time)

cased : T(—¢,Ti) — —T(¢,75)

caseb : T(p AN, i) — T(p,7:) NT (Y, 75)

case6: T(Vx-r(F) = ¢,m) — Yo :r - T((r(t%) = @)z — o[k]), )

caseT : T(@r ¢,7i) —  Jo: TP - NexT(o.time, ;) AT (¢, 0.time) A (o.time — ;) € I
cases : T(Or ¢,7) —  Jo: TP - PrEV(o.time, 73) AT(¢,0.time) A (1; — o.time) € I
case9 : T(¢p Ur ¥, 7) — Jo: TP - (o.time > 7; A (o.time — 7;) € I AT (¢, 0.time)

and Vo' : TP - o' .time - (1; < o' time < o.time = T(¢, 0 .time)))
casel : T(¢ St 1, i) — Jo: TP - (o.time < 73 A (Ti — o.time) € I AT (¢, 0.time)
and Vo' : TP - (1; > o' .time > o.time = T(¢, o' .time)))
casell : T([SumZA)(y : §), ) — y = Sum(s: Soly,t[Z < 5.2, § < s.G), T(W[Z < s.Z) N s.g = §,Ti))
casel2 : T([CountZ4)(y : §),Ti) — y = Count(s : Soly, T(V[Z + s.Z] Ns.g=g,7:))
top : T(¢) — T(¢,11)

Fig. 3. Translation rules from MFOTL,, to FOL**. TP is an internal class of rela-
tional objects used to represent time values at different time points. The predicate
NEXT(t1,t2) (PREV(t1,t2)) asserts that ¢1 is the next (previous) time value of t2. 71 is
the value of the initial time point.

Lemma 9. Let a MFOTL,, formula ¢ be given. ¢ is monitorable only if we can
find a logically equivalent guarded MFOTL,, formula ¢’ such that every univer-

sally quantified variable x is grounded by some finite relations: Va:F(tE) = (¥(x))

where F is a finite relation, tk is a vector of terms that contains a variable x at
indez k (i.e., x is a free variable in t5[k]), and v is a guarded MFOTL,, formula.

Lemmal[9]can be proved by induction following the structure of the derivation
rules in [9]. Note that the condition in Lemma[J]is a necessary condition for the
monitorable fragment, and hence defines a superset of the fragment.

Now, we present the translation rules T' for guarded MFOTL,, (i.e., formula
satisfies the guarded condition in Lemma @ to FOL** in Tab. The rules
extend from the translation in [22] by defining the translation for aggregations
(i.e., casell and casel2). Given an MFOTL,, formula, the function T returns an
FOL** formula T'(¢) by following the structure of ¢ and applying T recursively
to its components. Note that 1" assumes the universal quantifier in MFOTL,,
satisfies the guarded condition (i.e., T(Vx - 7(t8) = ¢, 7;) in case6).

Given an MFOTL formula [Sum;Z.4](y : §) and a time point 7;, the transla-
tion function 7' (casell) creates an auxiliary relational class Soly where for every
s € Soly, s has attributes Z and g. The translated FOL** formula defines the bag
of relational objects s : Sol,, that satisfies the formula T([Z « 5.Z], 1) As.§ =
and then sums up the value of t[Z + s.2; § < s.g] for every relational object s
in the bag. Finally, the sum is asserted to be equal to the value of y. The trans-
lation for count (casel2) is defined analogously. Since v is a guarded MFOTL,,
formula, the number of solutions for 1 at time 7; is finite. Therefore, Soly is a
finite relation and can be represented with a finite number of relational objects.

Theorem 3 (Translation Correctness). Let an MFOTL, formula ¢ that
satisfies the guarded condition (Lemma@ be given. For every FOL*Y formula
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T(¢), it has a finite solution (D, v) if and only if there exists a finite FO-
temporal structure (5, 7) and a valuation function v’ such that (5, 7,0,0) | ¢.
Moreover, there exists a bijective mapping between the solutions of T'(¢) and ¢
(solution-preserving).

Proof Sketch. The proof of Thm. [3] can be extended from the proof of Thm. 1
in 22|, where a mapping function M (and its inverse M 1) is defined to map
every FOL** solution (D, v) to a finite FO-temporal structure (D, 7) and a
valuation function v’. We then demonstrate the correctness of this mapping in
both directions: (1) (D,v) = T(¢) = M(D,v) = ¢ and (2) (D,7,v',0) = ¢ =
M~Y(D,7,v') £ T(¢). [22] provides the definitions of M (and M 1) and proof
for casel to caselO.

For the case of Sum (casell), we can prove it by induction with the inductive
hypothesis: T'(¢, 7;) is a solution-preserving translation of ¢ at time point 7;. We
can then show that the set of relational objects SOL := {s : Soly | v( (Y[Z

5.7 A s.§ = §,7i))} represents exactly the set of tuples # in [[1/}]] D 7D the set

{v(s.2) | s € SOL} is equivalent to [[w]] D 7 The equivalence follows from the

inductive hypothesis: the set of values for Z that satisfies T'(, 7;) is [[w]](D 74,
Therefore, by substituting z with s.Z in ¢ (¢[Z + s.Z]) and fixing the value of
s.gtog (s g = g), we can prove the equivalence between {v(s.Z) | s € SOL} and

[4] ZIZ,T ") Then we can show that the aggregated sums have the same value since
they follow the same aggregation semantics over finite sets, where the finiteness
of the sets is guaranteed because ¢ is guarded. The case of Count (”casel2”)

can be proved analogously. a

Since FOL** can capture guarded MFOTL,, formulas (according to Thm. ,
which is a superset of the monitorable fragment MFOTL,, (by Lemma E[), we
can conclude that FOL*T can also capture the monitorable fragment MFOTL,,,.

F Modeling Aggregation in FOL*

Below we describe the approach used to model FOL*T aggregation in FOL*
following the recursive definition of aggregation [35].

Let S be a class of relational objects, A € Sum, Count, Max, Min, p be a
FOL** predicate, and val be an FOL*' function. In any given domain D, the
FOL** aggregation A(S,p,val) captures a value by applying the aggregation
function A over the bag (multi-set) of values defined by val(o) for every relational
object o in class S within the domain D that satisfies the predicate p. As the
domain D is finite but not fixed, we model the aggregation in FOL* using the
recursive definition of aggregation over a symbolic, finite, and ordered list.

To begin, we establish an ordering for relational objects of class S. We define
a function, denoted by ordg, which maps each relational object o of class S to a
natural number with the following FOL* rules:

— VYo0,0': S-0=0" = ord(o) = ord(¢') (deterministic)
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— Yo :8ord(o) >0 (range)

Now that we have established an ordering for relational objects, we can pro-
ceed to define the aggregation rules:

(1) Sum(]]) =0, Sum(N + [z]) = Sum(N) + ite(p(z), val(z), 0);

(2) Count([]) =0, Count(N + [z]) = Count(N) + ite(p(z), 1,0);

(3) Max([]) = —o0, Max(N + [z]) = maz(Maz(N),ite(p(x), val(x), —0)); and

(4) Min([]) = oo, Min(N + [z]) = min(Min(N), ite(p(z), val(z), 00)).

Since the list is ordered, the last relational object in the list (e.g., ) has the
greatest order. Moreover, since the list captures all relational objects of class S
in a domain where duplicates are collapsed, we can use the relational object with
the greatest ordering to uniquely define a list whose last element is the object.
Therefore, we can model the intermediate result of aggregation over any list with
a new class of relational objects Ag (where A is the aggregation function) with
two attributes: Ist and value. The attribute st is the order of the last relational
object in the list which has been aggregated over, and value is the intermediate
aggregation result. We can then define the aggregation rules in FOL*. We show
the rule for Sum and the others can be defined analogously.

— Vs : Sumg - s.lst < 0= s.value = 0 (over an empty list)

— Vs : Sumg - s.lst > 0 = 3¢’ : SumgTo : S(ord(o) = s.Ist A Pred(s’,s) A
s.value = s’ .value + ite(p(o), val(0),0)) (step backward consistency)

— Pred(s, s’) = =(3sx : Sumg - s'.Ist < s * st < s.lst)

— Yo :S3s: Sumg - s.lst = ord(o) (step forward consistency)

— Vs,s' : Sumgs.lst = s'.Ist = s.value = s’ .value (aggregation determinism)

We can then capture the final aggregation result with the relational object s
in Ag that contains the element with the greatest order:

Js: Ag - Vs': Ag(s'.Ist < s.lst) A s.value = A(S, p, val)

G TOOL Optimization: Incremental Solving

TOOL generates SMT queries for over-approximating and under-approximating
satisfiability. Queries are generated with an incrementally increasing context
which enables incremental solving to reuse learned clauses across different queries.
We explain how to support incremental solving for over- and under-approximation
below. While both TOOL and LEGOS support incremental solving for over-
approximation, only TOOL supports incremental solving for under-approximation.

Incremental over-approximation. The grounded over-approximation queries (¢g4
computed with the function G_A at L:[4 of Alg. [1)) are monotonically strength-
ened with conjunctions during each iteration of the algorithm, allowing the un-
derlying SMT solver to perform incremental solving. The monotonicity of over-
approximation queries can be seen in two ways: (1) if a new requirement v is
added to the set of requirements ¥, then the grounded query is strengthened
as GLA(W, D)) A G_A(¢, Dy) ; (2) if the domain D) is expanded to include a
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new relational object o, then the ground query is strengthened as G_A(¥, D) A
G_A(¥,D, Uo). Since ¢, is always strengthened with conjunctions, previously
learned clauses are always valid, and supporting incremental solving is trivial.

Incremental under-approximation. The grounded under-approximation query qﬁj
(computed on L: [5 in Alg. is the conjunction of two parts: (1) the over-
approximation ¢, and (2) a domain inclusion constraint Inc(D,, ¢,4) that forces
every relational object o’ in ¢, to be semantically equivalent to some relational
object oin D, i.e., \/OEDi o = r. The domain inclusion constraint uses disjunc-
tion, and the number of disjunctive terms increases as D| expands which makes
incremental solving of the under-approximation non-trivial. This is because pre-
vious learned clauses might be invalidated by new disjunctive terms. To support
incremental solving for this disjunction, we use an assumption literal [p, for each
snapshot of D|. When a domain D) expands to Di7 we formulate the domain
inclusion constraint as a new rule: Ip; = (Ip, V Inc(D' \ Dy, ¢g4)). The rule is
added to the solver, and [ D/ is added as an assumption literal to the solver for

solving the under-approximation in Di. To satisfy [ DY the solver either asserts
Ip, or tries to satisfy Inc(D/ \ Dy, ¢g)). In the former case, the learned lesson
from asserting Ip, can be reused. To further improve the efficiency of incremen-
tal solving, we create an assumption literal for every class in the domain (instead
of for the entire domain) and update it when a new relational object of the class
is included in the domain. TOOL supports incremental under-approximation.

H TOOL Optimization: Relaxed Domain Expansion

One of the most expensive operations in the TOOL (Alg.[1]) is the domain expan-
sion. More specifically, if a FOL** formula’s over-approximations (¢,) is satisfi-
able while its under-approximation ((bj‘) is unsatisfiable, then TOOL attempts to
find the minimum solution (o,,) to ¢4 and add the relational objects from o, to
the current domain D (L:[12|of Alg. . SEARCH-A computes the minimum so-
lution using the UNSAT core-guided MaxSAT approach proposed in MaxRes [37]
by minimizing (1) new instantiated relational objects in the over-approximation
query ¢, and (2) existing relational objects in the under-approximated domain
D,. The minimality of o, ensures that the solution returned by the algorithm
always has the smallest volume. Minimality also ensures the algorithm’s cor-
rectness when B-UNSAT,;, is returned. However, we observed that the optimal
domain-expansion strategy guided by o, is often costly and overly permissive.
The cost of the o, computation correlates positively with the number of rela-
tional objects to be minimized, which Increases with the size of D due to (2)
and significantly affects performance.

The domain expansion strategy can be relaxed to boost the algorithm’s ef-
ficiency until a solution is found or the relaxed domain’s size exceeds the given
volume bound — a process called boosting. While boosting is not guaranteed to
find the optimal solution, it is still useful when optimality is required, because
optimal and non-optimal solutions might share relational objects, which could
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be included in the domain during boosting. A relaxed domain expansion mode
includes two new expansion strategies:

Greedy Best First Expansion (GBFE). Recall that the optimal expansion strat-
egy used in SEARCH-A computes the optimial solution o, with the objective to
minimize both (1) new instantiated relational objects in the over-approximation
query ¢, and (2) existing relational objects in the under-approximated domain
D,. The cost of computing o, increases with the size of D| due to (2). GBFE
computes a relaxed minimum solution o7, with the objective to only minimize
new instantiated relational objects in ¢4 (1). The solution ¢}, corresponds to a
minimum extension of D that satisfies ¢,. With GBFE, the number of relational
objects to minimize does not always increase with the size of D,.

Filtering by Object’s Activity Score. During domain expansion, newly instanti-
ated relational objects in the over-approximation query ¢, are added to the
domain D| if they are in the relaxed minimum solution (¢},) to the over-
approximation ¢,. Since o} ;. is computed using an UNSAT core-guided approach [37],
if a relational object is not actively involved in the UNSAT cores for computing
oy, then it is unlikely to be included in o7},,,. Based on this observation, we
divide relational objects into “active” and “inactive” groups. A relational ob-
ject is “active” when it is freshly instantiated with an activity score of 5. Each
round of domain expansion decrements its activity score. If the activity score of
a relational object is 0, it becomes “inactive”. On the other hand, if a relational
object appears in an UNSAT core when computing o}, its activity score is reset
to 5. The domain expansion first considers only the “active” group by disabling
relational objects from the “inactive” group in o7,. If the expansion fails i.e., o7,

does not exist), both groups are considered.
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